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Executive Summary  
The EU has made significant strides in harmonizing digital markets, exemplified by the European 
Strategy for Data [1]. Building on this, the Data Governance Act [2] and Data Act [3] aim to foster 
data sharing and trust within the EU. 

Data Spaces are identified as strategic infrastructures to drive the European data economy while 
minimizing environmental impact. To address the challenges of trust, legal compliance, and technical 
interoperability, FAME emerges as a distinct Federated Data Space. 

Tailored for the financial sector, FAME offers a unified platform for diverse data assets, including 
AI models, analytics, and executable services. Its federated governance model ensures secure, 
compliant data transactions. Leveraging advanced technologies like blockchain and AI, FAME 
supports dynamic identity and access management for sustainable self-sovereign identity adoption. 

This document outlines the FAME-enabled process and user stories, providing a comprehensive 
overview of the integrated architecture underpinning the FAME Solution Architecture (SA). 

This document introduces the FAME Integrated solution, outlining how independently developed 
modules have been combined into a cohesive system. By adopting a microservices approach, the 
architecture prioritizes flexibility and scalability. 

The document describes a user-friendly dashboard connected to robust backend APIs. While 
providing a comprehensive overview of backend module integrations, detailed specifications are 
available in separate documents. A Continuous Integration/Continuous Delivery (CI/CD) 
infrastructure to support development and deployment is also detailed, ensuring efficient and reliable 
delivery through automated build, test, and deployment processes. 

Leveraging DevOps principles and modern technologies like containers and microservices, the 
marketplace will be built using an agile, iterative approach. Integration of technical modules from 
other project phases and open-source data management tools, including data cleansing and synthetic 
data generation capabilities, is also planned and will be accomplished in the second part of the project. 

This document presents the M30 results of Task 2.3 and Task 2.4. It outlines the developments in the 
CI/CD infrastructure, architectural integrations, and the enhancements of modules previously 
introduced in the earlier version of the same document. 

In particular, it details the evolution of the user interfaces and the implementation for the Federation 
Application, the Dashboard, the Marketplace, and the Connector module. The  FAME Connector is 
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1 Introduction  
For Europe to operate cooperatively and in accordance with European principles, such as self-
determination, privacy, openness, security, and fair competition, the digital market is essential.  

A thriving digital market is crucial for Europe to operate cohesively in line with principles of self-
determination, privacy, openness, security, and fair competition. The expanding data economy needs 
a legal framework to define data protection, fundamental rights, safety, and cybersecurity. The 
harmonization of digital markets is one of the fundamental policy achievements of the European 
Union (EU), with the European Strategy for Data [1] serving as its primary tangible product.  

The Data Governance Act [2] comes next, with the goal of promoting usable data by boosting EU-
wide data sharing procedures and enhancing trust in data intermediaries. 

The Data Act [3], a legislative proposal that intends to establish a framework that will promote 
business-to-government data sharing, is also another vision of the EU data economy. 

The European Commission has identified Data Spaces as strategic infrastructures to promote the 
European data economy's growth while minimizing human and environmental carbon footprints.  

These infrastructures ensure reliable data sharing and exchange based on agreed principles. This 
entails numerous challenges: 
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This document presents the Month 30 (M30) results of Task 2.3 and Task 2.4 within the scope of the 
FAME project. It provides a comprehensive overview of the progress made in the development and 
refinement of the CI/CD infrastructure, the integration of architectural components, and the 
enhancement of modules previously introduced in earlier iterations of this report. 

A particular focus is placed on the evolution of the user interfaces across several key components: 
the Federation Application, the Dashboard, the Marketplace, and the FAME Connector module. The 
FAME Connector serves as a fundamental element within the Federated Data Space architecture of 
the FAME platform. It facilitates secure, scalable, and transparent data exchange between providers 
and consumers, while ensuring that data remains under the control of the original providers, hosted 
on their own premises. 

The final section of the document explores the potential for FAME to evolve in alignment with 
emerging regulatory frameworks and technological standards currently being finalised by the 
European Union. This includes considerations related to eIDAS 2, the European Blockchain Services 
Infrastructure (EBSI), and the Digital Euro initiative. These developments are expected to shape the 
future landscape of digital identity, decentralised data exchange, and digital finance, and FAME is 
positioned to adapt accordingly. 

1.0 Objective of the Deliverable 
This document introduces the FAME Integration Architecture. It outlines the processes and user 
stories derived from the requirements analysis and details how independently developed modules 
have been integrated. The architecture leverages a modern microservices approach, enhancing 
flexibility and scalability.  

The document describes a user-friendly dashboard and its connection to backend APIs. While a 
comprehensive overview of backend module integrations is provided, detailed specifications can be 
found in dedicated deliverables.  

Additionally, the document presents the CI/CD pipeline, which automates build, test, and deployment 
processes, ensuring efficient and reliable delivery of FAME technologies and pilots.   

1.1 Insights from other Tasks and Deliverables 
The FAME Integration Architecture represents a critical milestone in the project. Building upon the 
requirements outlined in the FAME Solution Architecture (D2.6 - Technical Specifications and 
Platform Architecture II [5]) and the detailed requirements analysis (D2.5 - Requirements Analysis, 
Specifications and Co-Creation II [6]), this architecture defines the principles and methods for 
integrating the various components of the FAME platform.  

It integrates findings from previous work packages, including the development of core functionalities 
(D3.5 - Federated Data Assets Catalogue II [7], D4.4 - Blockchain-based Data Provenance 
Infrastructure II [8], D4.5 - Pricing, Trading and Monetization Techniques II [9]), the design of the 
user interface (D3.6 - Mechanisms and Tools for Regulatory Compliance II [10]), and the initial 
development of analytical assets (D5.1 - Trusted and Explainable AI Techniques I [11], D5.2 - Energy 
Efficient Analytics Toolbox . I [12]).  

This integration architecture provides a roadmap for future work, such as the development of the 
FAME Marketplace (WP2, WP3, WP4), the integration of advanced analytical capabilities (WP5), 
pilot implementations in real-world scenarios (WP6), and exploitation/dissemination of project 
results (WP7). 
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1.2 Structure 
The deliverable is structured as follows: 
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1.3 Summary of Changes  
Compared with the previous version of this deliverable (D2.3 - Integrated FAME Data Marketplace 
I), the Sections/sub-Sections that have been updated /added within D2.4 are depicted in Table 1. 

Table 1: D2.4 Updates from D2.3 

Section Status Description of Update/Addition 
Section 1 

1 - Introduction Updated Alignment regarding the technical activities and 
progress of the project 

1.1 - Insights from other 
Tasks and Deliverables 

Updated Alignment of D2.6 input regarding the technical 
activities and progress of the project. 

1.2 - Structure Updated Alignment of the document structure with the new 
sections from the previous version D2.3 

1.3 - Summary of 
Changes 

New Description of updates between D2.4 and D2.3. 

Section 2 
2.1 - User Journeys Updated Alignment to the progress of the project 

Section 3 
3.1 - FAME Federation 
Application 

New New section describing the FAME Federation 
Application and Dashboard, design and development 
process, including a comprehensive user manual 
detailing UI 

3.2 - FAME Dashboard Updated/ 
New 

This section has been revised to reflect enhancements 
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Section 8 
8 - FAME Scalability in 
the EU Strategy  

New This section outlines how FAME is set to align with 
upcoming EU regulations and standards, including 
eIDAS 2, EBSI, and the Digital Euro, positioning it to 
adapt to the evolving digital identity and finance 
landscape. 
Section 9 

9 - Conclusions Updated The conclusion section has been revised and expanded 
to incorporate the updates introduced in this version of 
the document (D2.4), highlighting the key differences 
and enhancements made in comparison to the previous 
version (D2.3).  
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2 Federation Process and User Journeys 
2.0 Introduction 
To illustrate the services offered by the FAME marketplace and platform, this section details the steps 
users take to complete core actions such as federating, searching for assets, proposing assets for sale, 
purchasing assets and more. These processes are outlined in terms of user journeys and user flows.  

User journeys and user flows are essential tools in understanding and improving user experiences: 
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The FAME user federation mechanism is a process with onboarding and consensus criteria that 
involves several detailed steps. Below is the FAME structured process that encompasses user and 
organization onboarding, with consensus criteria, and maintaining the federation. 

This process happens mostly offline in an application that will be developed once the business and 
legal framework of FAME will be defined.  

By following the following steps, FAME can create an inclusive, efficient, and transparent user 
federation with well-defined onboarding and consensus criteria. 

There are two applications involved: 

D2.4 ­ Integrated FAME Data Marketplace II Rev. 2.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  14 of 143 

 

D2.4 ­ Integrated FAME Data Marketplace II Rev. 2.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  15 of 143 

 

D2.4 ­ Integrated FAME Data Marketplace II Rev. 2.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  16 of 143 

 

This general process is simplified for EU private citizens and Institutions of EU or EU project in 
the step 6,7,8,9,10. 

An external marketplace federates with the same process of an external business organization. 

2.1.3 User Technical Onboarding  
User Role: Generic / Gender: Female / Name: Alice 
Step-By-Step: 
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1. Alice navigates the asset catalogue on the FAME Marketplace, loads the page that displays 
the details of a previously published asset, and opts for adding a new commercial offering for 
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2.1.11 User Offboarding 
Upon violation of conditions (Federation consensus agreement, Asset TOS) a user (any role) can be 
offboarded. 

Ste--By Step: 
1. This is initiated by FGB, upon user violation of TOS.  
2. User is marked as non-fame and frozen  
3. User log-in is prevented in (FFGA and FMAP) 
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3 FAME Frontend and Backend Integration  
3.0 Introduction 
To provide an overview of FAME, a conceptual view of the overall platform has been developed to 
highlight the benefits for both data consumers and data producers of the platform (Figure 1).  

In both scenarios, as soon as data consumers and data producers are officially onboarded through 
their organizations to the FAME federation (following the process described in Section 3.2), they are 
then able to be registered as individual users to the platform, and authenticate themselves to access 
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Figure 2 : FAME C4 architecture 

Dashboard 

The Dashboard layer contains all the components and User Interfaces (UIs) that are required for 
providing access to all the FAME stakeholders (i.e., end-users (data consumers, data providers) and 
administrators) regarding the supported functionalities of the FAME Federated Data Space. 

Open APIs layer 

The Open APIs layer is closely related to the Dashboard layer, acting as an additional interacting 
point with the FAME Federated Data Space. In essence it provides the interconnection and smooth 
integration between all the UIs and all the underlying FAME functionalities. 

Federation Manager 

The Federation Manager layer contains all the components that are needed for realizing the federated 
functionalities of FAME, ranging from the support of registration, authentication, and authorization 
of federated users and data sources, to the sharing and indexing of data assets deriving from such 
federated parties (i.e., external users and data sources). 

Transactional Operations 

The Transactional Operations layer contains all the components that are mostly related to the daily 
operation of a Data Space that supports trading 
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Energy Efficient Analytics Services 

The Energy Efficient Analytics Services layer brings to FAME the necessary tools for implementing 
analytical functionalities for EmFi applications. This allows end-users to apply AI/ML models to their 
own data (or data coming from an external source), to obtain desired outputs (i.e., forecasting values, 
ranking systems, sentiment analysis), and to receive an explanation of the given results, thus adding 
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3.1 FAME Federation Application  
The FAME Federation Governance Application (FFGA) serves as the dedicated platform for 
managing the federation process within the FAME ecosystem. As outlined in Chapter 2, the 
federation process is a critical component that ensures only trusted and compliant organizations can 
participate in the FAME marketplace. The FFGA provides a structured, user-friendly interface for 
organizations to apply for federation membership while maintaining the highest standards of 
governance and security. 

The FFGA operates as a complementary application to the main FAME Marketplace Platform 
(FMAP), specifically designed to handle the pre-marketplace activities related to organizational 
onboarding and federation management. This separation ensures that the federation governance 
processes remain independent and transparent while maintaining seamless integration with the 
broader FAME ecosystem. 

3.1.0 FFGA design process 
The design process for the FFGA followed a methodology similar to that employed for the FAME 
Dashboard, with particular emphasis on governance transparency and regulatory compliance. The 
design phase encompassed several key activities: 

Requirements Collection: The FFGA requirements were derived from the federation process 
specifications detailed in Chapter 2, focusing on the need to manage organizational applications, 
voting mechanisms, and credential management. Key requirements included: 
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3.1.1 FFGA development process 
3.1.1.0 FFGA technologies 

The FFGA is built using modern web technologies optimized for reliability and security: 

Backend Framework: 
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Figure 3 : Home page 

The Home page of the FAME Federation Governance Application serves as the main entry point for 
both prospective federation members and existing members. The page is accessible by everyone and 
offers a comprehensive overview of the federation ecosystem and its purpose. 

At the top, the header introduces the FAME federation identity through a clean navigation menu 
providing access to key functionalities, including user login, federation information, and navigation 
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to the Home. The navigation maintains consistency with the broader FAME ecosystem design while 
emphasizing the governance-focused nature of the application. 

The hero section begins with a semi-transparent content area presents the main value proposition: 
"Join the regulated marketplace for secure access to data and technologies. FAME Federation ensures 
compliance, ethics, and transparency for all members." For non-authenticated users, a prominent 
"Start Federation" button provides direct access to the application process, while a "Go to 
Marketplace" button links to the main FAME marketplace platform. 

Federation Process Section 

Below the hero area, the "Federation Process" section outlines the three-step journey for organizations 
seeking federation membership: 

1. Registration: Complete the form with your organization's details and provide the necessary 
DID credentials 

2. Evaluation: Your request is evaluated by existing federation members through a voting 
process 

3. Approval: Receive access the FAME marketplace as a federated member 
 

This section provides transparency about the federation workflow, helping potential applicants 
understand what to expect throughout the process. 

Federation Benefits Section 

The "Federation Benefits" section highlights four key advantages of joining the FAME federation: 

1. Federation Rules: Links to the FAME marketplace to provide detailed information about the 
clear governance structure with transparent voting system and standardized procedures 

2. Value Propositions: Directs users to the marketplace's value proposition page, outlining the 
strategic benefits of federation membership 

3. Trusted Community: Internal link to the trusted community page where users can view all 
current federated members and understand the quality of organizations within the federation 

4. EU Regulations Compliance: Emphasizes the federation's commitment to compliance with 
European Union regulations, ensuring legal and ethical data sharing practices 
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Trusted Community Page 

 
Figure 4: Trusted Community page 

The Trusted Community page showcases all approved federation members, providing transparency 
about the organizations that comprise the FAME federation. This page is accessible to everyone and 
serves as a public directory of trusted partners within the ecosystem. 

The page displays federated organizations in an organized, searchable format: 
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Federation Application Page  

 
Figure 5: Federation page 
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The Federation Application page is the core interface where organizations submit their requests to 
join the FAME federation. This page is accessible to non-authenticated users and provides a 
comprehensive multi-step form for collecting all necessary organizational and representative 
information. 

The application form is structured in logical sections to guide applicants through the federation 
process: 

Organization Information Section 

This section collects fundamental details about the organization including: 
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The interface features: 
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The login interface features: 
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Immediately below, the page is organized into modular blocks of information, starting with My 
Profile, which summarizes the logged-in user's credentials and organizational affiliation. This section 
clearly displays the user's full name, email address, company address, country, and organization 
name. It is important to note that it also highlights the authority type within the onboarding process, 
indicating their onboarding authority status, chosen during the federation phase (see the previous 
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 All the details of the organization and the legal representative who submitted the request are 
displayed. In addition, you can download and view the Authorization Document. The date of 
submission of the request and the closing date of the vote are shown. Finally, there are buttons to cast 
your vote, accept or reject the request. 

3.2 FAME Dashboard 
Within its complete implemented environment, FAME provides an integrated user-friendly end-to-
end User Interface (UI) facilitating the interaction of the FAME stakeholders with all the involved 
FAME backend services, components, and processes. Such UI, namely the FAME Dashboard, has 
been already modelled and depicted within the overall FAME SA as described in D2.6 - Technical 
Specifications and Platform Architecture II [5], and is also illustrated in the figure below. As it can 
be observed, various types of stakeholders can have access to the FAME Dashboard (i.e., FAME 
Administrator, Data Provider, Data Consumer), where in the cases that an external stakeholder may 
be an end-user representing either a data consumer or a data provider intending to connect and interact 
with FAME, he/she has access to the Stakeholders UI. Otherwise, in the cases that the external 
stakeholder is a FAME administrator needing to access FAME for administration purposes or for any 
system parameterization/maintenance, he/she is navigated through the Administrator UI that offers a 
related UI for such purposes. 

 

 
Figure 9 : Positioning of FAME Dashboard within FAME SA 

Hence, the main reason behind the FAME Dashboard is to provide to all of its stakeholders (both 
technical and non-technical ones), a user-friendly end-to-end UI that will facilitate their interaction 
with all the involved FAME services, components, and processes. Towards this direction, the FAME 
Dashboard has been designed and implemented for providing an interface that will be aesthetically 
pleasing and simple to use, inviting all the FAME stakeholders (both end-users and administrators) 
to further explore all the associated capabilities and components of the overall platform. As a result, 
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User Experience (UX) has been enhanced with an emphasis on streamlining complicated FAME-
related activities (such as searching, monetization, and trading), guaranteeing fluid navigation, and 
ensuring that end-users can perform their tasks with ease. Thus, a strong brand identity will be built, 
helping towards transforming FAME to a widely known single-entry point of data assets and 
functionalities related with EmFi applications. 

3.2.0 Dashboard design process 
Prior to initiating the overall design process of the FAME Dashboard, a specific methodology was 
followed to fulfill the different FAME platform requirements and facilitate the final integration. Such 
methodology is traditionally followed when designing applications, including a variety of steps for 
capturing the different needs and points of views. This methodology considers both the UI and the 
UX aspects, considered in general critical when designing digital products. While they are often used 
interchangeably, they have distinct roles and responsibilities. The key difference between UI and UX 
is that the UI considers the visual and interactive elements of a digital product that facilitate user 
interaction, whereas the UX deals with the overall experience that users have while interacting with 
a digital product, including their emotions, perceptions, and responses. Considering the latter, the 
steps followed for the FAME Dashboard design process are depicted below: 

 

 
Figure 10 : FAME Dashboard design process 

3.2.0.0 Step 1: Requirements Collection 
To make the FAME Dashboard interface more engaging to the end-users, it has been considered that 
the UI design should be a top priority for the end-users. That is the reason why deep research was 
followed on the potential FAME end-users by the different designer and development teams, focusing 
primarily on the set requirements. Since the beginning of FAME, a plethora of Business and Technical 
requirements have been identified for capturing the different needs of the FAME pilots, being 
available in D2.5 - Requirements Analysis, Specifications and Co-Creation II [6]. These requirements 
have guided and facilitated the implementation process of the FAME components, whereas also 
boosting the design, specification, and implementation of the FAME Dashboard. Apart from the 
consideration of all these requirements, a questionnaire has been circulated (see the figures below) to 

D2.4 ­ Integrated FAME Data Marketplace II Rev. 2.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  35 of 143 

 

UX and more efficient end-user navigation, thus adjusting the needed effort for restructuring specific 
parts of the overall UI and UX. In particular, towards re-assessing the ambition and further increase 
usability, accessibility, performance, and overall 
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It should be mentioned that Step 3 - Step 7 of the design process described below was followed only 
for the backend services and content that did not have any implemented UI and were implemented in 
the context of the FAME Dashboard (i.e., to-be-implemented - TBI). For the rest of the backend 
services (i.e., the ones that already had a UI (Implemented) outside of the context of the FAME 
Dashboard), a dedicated UI design methodology was followed as described in the corresponding 
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Admin onboarding TBI D2.4 (current deliverable) 

Admin details TBI D2.4 (current deliverable) 

Members TBI D2.4 (current deliverable) 

Member onboarding TBI D2.4 (current deliverable) 

Member details TBI D2.4 (current deliverable) 

Users TBI D2.4 (current deliverable) 

User onboarding TBI D2.4 (current deliverable) 

User details TBI D2.4 (current deliverable) 

User tradings TBI D2.4 (current deliverable) 

 
This collected knowledge led to the next step of the FAME Dashboard design process - namely the 
creation of the Visual Sitemap - considering all the existing backend services of the FAME platform. 

3.2.0.1 Step 2: Visual Sitemap Creation 
A Visual Sitemap is an essential information architecture step that can visually expose difficult-to-
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respective internal pages of the respective 1st level services, since their functionalities are 
implemented as part of those 1st 
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Figure 15 :  
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Figure 16 :  
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3.2.0.4 Step 5: Mockups Implementation 
This step was to design the screens as they would appear in the final product. Close to the pixel-
perfect design, using all the work and data collected from the previous steps, adding all the text copies, 
graphics, icons, and images to the design. The mockups implementation phase is the step where all 
the colors, fonts, and aesthetics are added to the screens. For the FAME Dashboard, the latter process 
was conducted through FIGMA [15], a collaborative interface design tool known for its real-time co-
editing and prototyping capabilities, whereas once the design was finished, the related screens were 
shown to the end-users to gather related feedback. A set of refinements and a/b testing variants were 
decided based on this review to explore alternative design solutions and improve UX, whereas as the 
designs were finalized, assets like images, text content, translations, icons, and illustrations, were 
systematically prepared and handed over to the development team for implementation. 

3.2.0.4.1 End-user Mockups 
The Mockups that have been designed from the side of the end-users are provided in this sub-Section. 
It should be noted that the purpose of this Section is not to provide an end-user manual, since this is 
depicted in Section 3.3.2.4. As a result, since the end-user mockups and the various screens presented 
in the end-user manual represent overlapping content, this sub-Section includes only a selected subset 
of the mockups. This approach is intended to avoid redundancy, while still providing sufficient proof-
of-concept visuals to demonstrate the design intent and UI structure.  

In this context, it should be also noted that all the different Mockups are based on a specific skeleton 
page (Figure below) that includes all the necessary information that should always exist in each 
different page of the end-users FAME Dashboard, whereas its main content is the one that is being 
adapted based on the purpose of each page and its related backend service. This necessary information 
includes the navigation menu bar from which the end-users can login and access to the different core 
pages of the FAME Data Marketplace, and the widgets through which the end-users can have 
immediate access to the FDAC, the Learning Centre, the Regulation tool, and the FAME Chatbot. It 
also includes the footer of the page containing information about the FAME interconnected core 
applications (i.e., Federation Application, FDAC, Learning Centre, Regulation Tool), general 
information (i.e., FAME Core Values, Ecosystem, Stakeholders, Success Stories), end-
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Figure 18 : FAME Dashboard end-
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Figure 19 :  End-
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3.2.0.4.2 Administrator Mockups 
The Mockups that have been designed from the side of the administrator are provided accordingly in 
this sub-Section. It should be noted that, as in the case of the end-
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Figure 21 : 
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The rest of the mockups (Administrators management page, Administrator onboarding page, 
Administrator details page, Members page, Users page, User details page, Members page, Member 
details page, Traders page, Trader details page, Trading accounts details page, Trading tokens page) 
are following a similar pattern as already described in the previous version of this deliverable (D2.3 
- Integrated FAME Data Marketplace I) with slight updates and enhancements in the overall UI, 
following the FAME Dashboard adm
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o Lodash: A utility library has been exploited for aiding data manipulation in a 
functional programming style. 

o angular-auth-oidc-client: A fully featured OpenID Connect (OIDC) and OAuth 2.0 
library for Angular applications, enabling secure authentication flows with Identity 
Providers (IdPs), supporting silent refresh, access token renewal, and role-based 
access control. This is essential for integrating the Dashboard with external SSO 
(Single Sign-On) systems or identity federation infrastructures (version: v16.0.0). 

o Base-x: A lightweight and fast base encoding/decoding library, used for encoding 
identifiers and handling data formats commonly found in blockchain and decentralized 
systems (version: v4.0.0). 

o Buffer: A Node.js-compatible buffer implementation for browsers, allowing binary 
data manipulation. It is especially useful for dealing with cryptographic operations and 
binary data streams (version: v6.0.3). 

o Viem: A TypeScript-first Ethereum library for building decentralized applications 
(dApps) and interacting with Ethereum-compatible blockchains. It is used to interface 
with smart contracts and support possible integration scenarios with decentralized data 
sources or Web3 components (version: v2.17.4). 

Furthermore, for providing a fully functional Dashboard, the latter has been integrated with 
technologies from external sources seamlessly. The following key features of Angular play a 
significant role in achieving this integration: 
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code clarity, and the maintainability of the data-handling logic in Angular components and 
services. 
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 Default Runtime: runc 
 Init Binary: docker-init 
 containerd version: e25210fe30a0a703442421b0f60afac609f950a3 
 runc version: v1.0.1-0-g4144b63 
 init version: de40ad0 
 Security Options: 
  seccomp 
   Profile: default 
 Kernel Version: 5.10.16.3-microsoft-standard-WSL2 
 Operating System: Docker Desktop 
 OSType: linux 
 Architecture: x86_64 
 CPUs: 12 
 Total Memory: 12.36GiB 
 Name: docker-desktop 

 
Non-Docker Environment 
To execute the FAME Dashboard without using Docker, the user should ensure that Node.js version 
18 is installed. If not, the Node Version Manager (NVM) [26] packager can be used to download and 
manage Node.js versions on the preferred machine. The related steps follow: 
Step 1: Install Node.js 
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Docker Environment 
In the case that Docker is preferred to be used, the following steps outline how to set up and execute 
the FAME Dashboard using Docker containers. 
Step 1: Clone the repository 
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the marketplace, having a variation between datasets, services, software, multimedia content, training 
courses, and others.  
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Figure 22 : Home page 

Figure 23 illustrates the content of the About Us page that is accessible by everyone, where end-
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frameworks of technological, business, and legal, each one having its own dedicated page for locating 
additional detail (Figure 24). This section also emphasizes the core benefits of the FAME Data Space 
ecosystem, accompanied by the various stakeholder categories that can benefit from FAME, referring 
to businesses, consumers, scientists and government entities. The rest of the page is then dedicated to 
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(a) 

 
(b) 

  

 
(c) 

Detailed pages of (a) FAME Technological Framework, (b) FAME Business Framework,  
(c) FAME Legal Framework 

Figure 24 :Detailed pages 
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Figure 25 displays the Helpdesk page that is accessible by everyone, where end-users can locate 
further assistance on how to exploit the marketplace functionalities and offerings. Initially, it includes 
the FAQs section of the FAME Data Marketplace, which is organized into the collapsible categories 
of: General, Target Audience, Federation and Transactions, each one containing a list of commonly 
asked 
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Figure 26 showcases the Login page of the FAME Data Marketplace that is accessible by everyone, 
through which the end-users are able to be authenticated and granted access to all the functionalities 
of the marketplace. At the center of the screen, end-users are prompted to be authenticated by 
scanning a QR code using their mobile identity wallet application (i.e., Sphereon Wallet). This QR 
code facilitates secure identity verification and login into the system. Under the QR code, specific 
buttons are provided to download the identity wallet application from either the Google Play or the 
App Store, making the login process accessible for all mobile users. A small text link leads to the 
detailed step-by-step manual (located in the About Us page 
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Figure 27 : Profile page 

 
Figure 28 : Trading Account Enrollment page 

Figure 29 illustrates the Publish page that is accessible only by logged in end-users, where the latter 
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secondary area also exists to offer guidance for end-users who have not installed yet the Metamask 
Wallet extension to their web browsers, which is crucial to enable blockchain-based data assets 
publishment on the FAME Data Marketplace, establishing secure interaction between the user and 
the platform. To this part, a small text link exists that leads to the detailed step-by-step manual 
(located in the About Us page 
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Figure 30 : Asset Publishment page (2) 

Once the form is completed and submitted, it triggers an on-screen confirmation with the newly 
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Figure 31 :Asset Publishment page (3) 

Figure 32 depicts the Data Assets Catalogue (FDAC) page that is fully accessible by logged in end-
users, displaying the main catalogue of all the available data assets within the FAME Data 
Marketplace. On the left panel, end-users can filter the contents of the FDAC by name, type (e.g., 
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Figure 32 : Data Assets Catalogue page 

Figure 33 includes the Asset Details page that is fully accessible by logged in end-users, which 
includes all the details of each data asset. Upon selecting a data asset from the FDAC page, end-users 
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Figure 33 : Asset Details page 

Figure 34 displays the Offering Details page that is accessible only by logged in end-users, which 
appears when an end-
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Figure 34 : Offering Details page (1) 

Once the transaction is processed, a confirmation message appears, showing the transaction ID and 
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Figure 35 : Offering Details page (2) 

Figure 36 illustrates the Offering Definition page that is accessible only by logged in end-users, 
which is used to create a new offering upon a specific data asset. A breadcrumb navigation bar at the 
top of the page indicates the current location of the end-users within the FDAC, allowing them to 
easily trace back to previous pages. The rest of the page contains an input form, where, for each new 
offering to be added to an asset, end-users are required to complete some related mandatory fields 
such as the offering title, summary, unit type, unit price, and terms and conditions. Additionally, the 
form provides optional fields for specifying limitations, SLA, and internal details like the trading 
account and instructions to the content delivery service. The form also incorporates information icons 
next to all the input fields to provide quick guidance, while inline warnings appear to notify end-users 
about missing or invalid data entries. At the bottom of the page, two (2) specific action buttons allow 
end-
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Figure 36 : Offering Definition page (1) 

Once the form is completed and submitted, this interface confirms the offering creation by displaying 
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Figure 37 : Offering Definition page (2) 

Figure 38 includes the Asset Policy Manager page that is accessible only by logged in end-users, 
where the latter can set up the access type that will be applied upon each published data asset in the 
marketplace. End-users are able to define access levels for a given asset, offering a variety of options, 
referring to public, restricted, confidential and onboarded access, being also able to configure policy 
rules using a set of fields and conditional logic, including parameters like field name, operator, and 
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Figure 38 : Asset Policy Manager page 

Figure 39 presents the Learning Centre page that is accessible by everyone, where end-users can 
explore all the available courses. Each course card displays the title, the number of chapters and the 
presence of quizzes, videos and PDFs per course. A filter panel on the left allows end-users to sort 
the content by name or date, improving navigation and discovery of the relevant material. The filter 
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Figure 40 depicts the Course Details page that is accessible by everyone, where the details of each 
course can be located. A breadcrumb navigation bar at the top of the page indicates the current 
location of the end-users within the Learning Center, allowing them to easily trace back to the 
previous page. In the rest of the pa
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Figure 41 : Terms and Conditions page 
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3.3 Integration of Frontend & Backend Services  
3.3.0 Integration Methodology 
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For specific modules such as the FDAC and the Learning Centre that operate independently but are 
visually embedded within the FAME Dashboard, the integration has followed a secure iframe strategy 
at the component level: 

Step 1
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Integration with GOV Module 

The most significant integration occurs between the FFGA and the Operational Governance (GOV) 
module, as documented in D4.3. This integration implements the federation management workflows 
described in Section 2.2.3. 

Federation Member Registration: 

 
POST /gov/v1.0/members 
Content-Type: application/json 
Authorization: Bearer {federation-token} 
 
{ 
  "org": legal_entity, 
  "type": organization.org_type, 
  "rep": rep_data, 
  "oa": did / ao_id 
} 

 

Integration Workflow: 

1. Application Approval: When the FFGA voting process concludes with approval, the FFGA 
automatically triggers federation member registration in the GOV module, attaching either 
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Another OA 
selected 

No 
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The integration architecture implements robust security measures to protect sensitive federation data: 

API Security: All inter-service communications use JWT tokens with appropriate scopes and 
expiration policies Data Encryption: Sensitive data is encrypted both in transit and at rest Access 
Control: Role-based access control ensures that only authorized services can access federation 
management endpoints Compliance: Integration processes comply with GDPR requirements and 
FAME governance policies 

Monitoring and Observability 

The FFGA integration includes comprehensive monitoring capabilities: 

Health Checks: Health checks of all integration endpoints to ensure service availability 

Dashboard Visibility: Integration status and metrics are visible through the FAME operational 
dashboard 

This integration architecture ensures that the FFGA operates as a seamless component of the broader 
FAME ecosystem while maintaining the independence and transparency required for effective 
federation governance. 

 

3.3.2 Integration of Dashboard & Backend Services 
In alignment with the methodology described in Section 3.4.1, the FAME Dashboard integrates 
seamlessly with various backend services through RESTful API calls, iframe embedding, or external 
interfaces, depending on the architecture and the nature of each component. More specifically, the 
integration of the frontend (Dashboard) with each backend service has been implemented as follows: 

 
Federation Application Service is accessed through an external interface. It enables end-
users to start and join the FAME Data Marketplace, managing membership and compliance 
onboarding for secure participation in data exchanges. 
FDAC and Learning Centre (LC) Services are integrated via secure iframe embedding. 
These services function autonomously and are loaded dynamically within the Dashboard UI, 
allowing end-users to interact with them without navigating away from the main Dashboard. 
Trading and Monetization (TM) Service is integrated with the Dashboard via RESTful API 
endpoints. It comprises two (2) main backend applications: 
The Private Application, which handles backend-to-backend interactions with smart 
contracts. It manages offerings, governance transactions, and enforces internal data access 
policies. This component is not publicly exposed and implements strict access control. 
The Public Application, which offers APIs for external users and platforms. It supports 
governance actions, payment processing, trading history tracking, and data access 
transactions. All operations are securely exposed with enforced authentication and rate-
limiting policies. In addition, the FAME Data Access Processor acts as a reference 
microservice that validates data access based on on-chain tokens and is typically deployed by 
data providers to verify entitlement rights before serving content. 
Provenance and Tracing (PT) Service integrates with the Dashboard via RESTful APIs, 
providing detailed metadata on the data assets, projects, and data usage provenance. It 
contributes to structured visualization within the Dashboard by supporting GET operations, 
while also including a blockchain connection layer that enables the integration of 
cryptographically verifiable data lineage. 
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Operational Governance (GOV) Service exposes RESTful APIs that deliver key 
operational metrics, such as usage trends, offering analytics and compliance data, allowing 
the Dashboard to present clear governance insights for transparency and informed decisions. 
Authentication and Authorization Infrastructure (AAI) Service enables secure 
authentication and role-based access control via RESTful API integration. The Dashboard 
interacts with this module using login endpoints, token-based authentication and role 
resolution APIs. 
Pricing Advisory Tool (PAT) Service offers API endpoints that assist end-users in 
evaluating pricing strategies upon their shared data assets. It supplies the Dashboard with 
analytical metrics and recommendations based on market data and offering parameters, 
contributing to better-aligned and optimized monetization strategies. 
Advanced Search Service is integrated via RESTful APIs. It enables keyword-based and 
filter-based data assets searches through the frontend interface, and returns dynamic results to 
the end-users. 
Asset Policy Manager (APM) Service is accessed through an external interface, with the 
Dashboard redirecting users to this module to manage and view access policies. 
Regulation Tool Service is provided through an external interface. It assists end-users in 
tracking regulatory and data governance requirements by offering a searchable environment 
for existing standards, regulations, and deployment examples. 

 

Th image bow presents a sequence diagram depicting the interaction flow between the FAME 
Dashboard and all the abovementioned backend components, while the rest of this Section provides 
technical information on the integration performed between the Dashboard and each backend 
component. 

 
 Sequence diagram of FAME Dashboard interactions with backend APIs 
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Federation Application Service 

The Federation Application Service is accessed primarily through an external interface, enabling the 
successful integration with the Dashboard for secure interconnection with the onboarding process of 
the FAME Data Marketplace, whereas a dedicated API has been constructed for getting some specific 
statistics regarding the federated members of the marketplace. The table below summarizes the 
specific interactions and purpose of this integration. 

 

Table 3 : API endpoints of Federation Application and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation 
Detail 

Federation 
Application 

Provides the web 
application for 
onboarding external 
members into the FAME 
Data Marketplace 

https://federation.fame-
horizon.eu/ 

Open https://gitlab.gftinnov
ation.eu/fame/ffga-
fame-federation-
goverance-
application/-
/tree/dev?ref_type=h
eads 

Federation 
Statistics API 

Provides public statistics 
about federated 
organizations and 
marketplace users 

https://federation.fame-
horizon.eu/api/public/fede
ration-stats  

Open https://gitlab.gftinnov
ation.eu/fame/ffga-
fame-federation-
goverance-
application/-
/tree/dev?ref_type=h
eads 

 

Regulation Tool Service 

The Regulation Tool Service is provided through an external interface, enabling the successful 
integration with the Dashboard to facilitate tracking of regulatory and governance requirements. The 
table below outlines the main integration details and functional interactions. 

Table 4 : API endpoints of Regulation Tool and Dashboard integration 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation 
Detail 

Regulation 
Tool 

Provides a searchable 
environment for 
regulations, standards, 
and deployment 
examples to support 
compliance tracking 

https://regulation-
tool.fame-horizon.eu/  

Open Not available 

 
FDAC Service 

The FDAC Service is integrated into the Dashboard via secure iframe embedding, enabling end-users 
to explore data assets directly within the main UI. The table below summarizes the integration details 
and its role in the platform. 
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Table 5 : API endpoints of FDAC and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation 
Detail 

Generate 
Asset List 

Generates the URL with 
the embedded page with 
the asset list 

GET 

https://fdac-
open.api.dev.unparallel.pt/
generateAssetListIframeU
RL  

Open https://fdac-
open.api.dev.unparall
el.pt/api-
docs/#/FDAC/get_ge
nerateAssetListIfram
eURL 

Generate 
Asset Details 

Generates the URL with 
the embedded page with 
the asset details info 

GET 

https://fdac-
open.api.dev.unparallel.pt/
generateAssetDetailsIfram
eURL/:assetId  

Open https://fdac-
open.api.dev.unparall
el.pt/api-
docs/#/FDAC/get_ge
nerateAssetDetailsIfr
ameURL__assetId_ 

Count API used to count assets GET 

https://fdac-
open.api.dev.unparallel.pt/
count  

Open https://fdac-
open.api.dev.unparall
el.pt/api-
docs/#/FDAC/get_co
unt 

Asset data Returns JSON data of an 
asset 

GET 

https://fdac-
open.api.dev.unparallel.pt/
assetDetails/:assetId  

Open https://fdac-
open.api.dev.unparall
el.pt/api-
docs/#/FDAC/get_as
setDetails__assetId 

Search Assets Endpoint used to search 
assets 

POST 
 https://fdac-
open.api.dev.unparallel.pt/
searchAssets  

Open https://fdac-
open.api.dev.unparall
el.pt/api-
docs/#/FDAC/search
Items 

Add New 
Asset 

Add new asset using 
DCAT model 

POST 

api/interoperability/dcat/c
omponents 

Closed https://www.iot-
catalogue.com/swagg
er/653a8be4b93bd08
e33dd5e8e 

Obtain Asset Obtain the asset using 
the canonical model 

GET 

api/interoperability/canoni
cal/components/:id 

Closed https://www.iot-
catalogue.com/swagg
er/653a8be4b93bd08
e33dd5e8e 

Publish Asset Publishes an asset using  PUT 

api/data/components/publi
sh/:id 

Closed https://www.iot-
catalogue.com/swagg
er/653a8be4b93bd08
e33dd5e8e 
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Learning Centre (LC) Service 

The Learning Centre Service is also embedded through a secure iframe within the Dashboard, 
allowing end-users to access educational content and training resources without leaving the main 
environment of the FAME Data Marketplace. The table below highlights the integration specifics and 
its contribution to the platform. 

Table 6 : API endpoints of Learning Centre and Dashboard integration. 

API Name Short 
Description 

Endpoint Prefix Access
Level 

Documentation Detail 

Generate 
Training 
Resources 
List 

Generates the 
URL with the 
embedded page 
with the training 
resources list 

GET 

https://fdac-
open.api.dev.unparallel.pt/g
enerateTrainingResourceLi
stIframeURL  

Open https://fdac-
open.api.dev.unparallel.pt/api-
docs/#/Learning%20Center/get
_generateTrainingResourceList
IframeURL 

Generate 
Training 
Resource 
Details 

Generates the 
URL with the 
embedded page 
with the training 
resource info 

GET 

https://fdac-
open.api.dev.unparallel.pt/g
enerateTrainingResourceDe
tailsIframeURL/:trainingRe
sourceId  

Open https://fdac-
open.api.dev.unparallel.pt/api-
docs/#/Learning%20Center/get
_generateTrainingResourceDet
ailsIframeURL___trainingReso
urceId_ 

 
Trading and Monetization (TM) Service 

The Trading and Monetization Service is integrated with the Dashboard through RESTful API 
endpoints, supporting both public and internal backend operations related to data trading and 
monetization. The table below details the integration specifics and their purpose. 

Table 7 : API endpoints of TM and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation 
Detail 

FAME 
Trading & 
Monetisation 
Public API 

Trading & Monetisation 
Public API 

(GET, POST) 

https://tm.fame-
horizon.eu/api/v1.0/  

Open https://tm.fame-
horizon.eu/swagger  

FAME 
Trading & 
Monetisation 
Private API 

Trading & Monetisation 
Private API 

(GET, POST, DELETE) 

/tm/v1.0/ 

Closed Not deployed 
publicly 

 
 
Provenance and Tracing (PT) Service 

The Provenance and Tracing Service connects to the Dashboard via RESTful APIs, providing 
structured metadata on datasets, projects, and data lineage. For the PT Service, two (2) separate tables 
follow: one summarizing the internal APIs (Table 8) and another detailing the public APIs (Table 9), 
each illustrating its dedicated role and connection to the Dashboard. 
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Table 8 : API endpoints of PT (Internal) and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation Detail 

ListSources Lists all trusted 
source records 

GET  

/pt/v1.0/sources 

Closed *https://gitlab.gftinnov
ation.eu/fame/framewo
rk/pt/-
/blob/main/swagger-
specification.private.js
on?ref_type=heads 

RegisterSource Registers a new 
trusted source 

POST  

/pt/v1.0/sources 

Closed * 

RetrieveSource Retrieves a specific 
trusted source by 
PID 

GET 
/pt/v1.0/sources/{pid} 

Closed * 

DeregisterSource Unregisters a trusted 
source 

DELETE 
/pt/v1.0/sources/{pid} 

Closed * 

ListOnboardedSo
urces 

Lists all active 
trusted sources 

GET  

/pt/v1.0/active-sources 

Closed * 

RetrieveOnboard
edSource 

Retrieves an active 
trusted source by 
PID 

GET  

/pt/v1.0/active-
sources/{pid} 

Closed * 

RetrieveOffering Retrieves a 
catalogue entry of an 
active offering 

GET 
/pt/v1.0/offerings/{oid} 

Closed * 

ConfirmOffering Confirms 
(publishes) an 
offering 

PUT 
/pt/v1.0/offerings/{oid}/c
onfirm 

Closed * 

RejectOffering Rejects (deletes 
draft) offering 

PUT 
/pt/v1.0/offerings/{oid}/r
eject 

Closed * 

GrantPermission Grants blockchain 
permission to 
trading account 

POST 
/pt/v1.0/permissions 

Closed * 

CheckPermission Checks if a trading 
account has 
blockchain 
permission 

GET 
/pt/v1.0/permissions/{tid} 

Closed * 

RevokePermissio
n 

Revokes blockchain 
permission from 
trading account 

DELETE 
/pt/v1.0/permissions/{tid} 

Closed * 
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Table 9 : API endpoints of PT (Public) and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation Detail 

List Sources Lists all trusted 
source records 

GET 

https://pt.fame-
horizon.eu/api/v1.0/sourc
es 

Open *https://gitlab.gftinnov
ation.eu/fame/framewo
rk/pt/-
/blob/main/swagger-
specification.public.jso
n?ref_type=heads  

Retrieve Source Gets details of a 
specific trusted 
source 

GET 

https://pt.fame-horizon.eu 

/api/v1.0/sources/{pid} 

Open * 

List Onboarded 
Sources 

Lists all active 
trusted source 
entries 

GET 

https://pt.fame-horizon.eu 

/api/v1.0/active-sources 

Open * 

Retrieve 
Onboarded 
Source 

Retrieves details of a 
specific active 
trusted source 

GET 

https://pt.fame-horizon.eu 

/api/v1.0/active-
sources/{pid} 

Open * 

List Publisher 
Assets 

Lists trusted assets 
published by a 
trading account 

GET 

https://pt.fame-horizon.eu 

/api/v1.0/assets 

Open * 

Publish Asset Initiates publishing 
of a trusted asset 

POST 

https://pt.fame-horizon.eu 

/api/v1.0/assets 

Open * 

Retrieve Asset Gets catalogue entry 
& provenance data 
for an asset 

GET 

https://pt.fame-horizon.eu 

/api/v1.0/assets/{aid} 

Open * 

Revise Asset Updates existing 
marketplace info for 
an asset 

PUT 

https://pt.fame-horizon.eu 

/api/v1.0/assets/{aid} 

Open * 

Unpublish Asset Archives asset and 
its offerings 

DELETE 

https://pt.fame-horizon.eu 

/api/v1.0/assets/{aid} 

Open * 
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List Offerings for 
Asset 

Lists all active 
offerings for a 
trusted asset 

GET 

https://pt.fame-horizon.eu 

/api/v1.0/offerings 

Open * 

Publish Offering Publishes new 
offering linked to an 
asset 

POST 

https://pt.fame-horizon.eu 

/api/v1.0/offerings 

Open * 

Retrieve Offering Gets catalogue entry 
of a specific offering 

GET 

https://pt.fame-horizon.eu 

/api/v1.0/offerings/{oid} 

Open * 

Unpublish 
Offering 

Removes an offering 
from the 
marketplace 

DELETE 

https://pt.fame-horizon.eu 

/api/v1.0/offerings/{oid} 

Open * 

Retrieve 
Catalogue Stats 

Gets general stats of 
the marketplace 
catalogue 

GET 

https://pt.fame-horizon.eu 

/api/v1.0/stats 

Open * 

 

Operational Governance (GOV) Service 

The Operational Governance Service is integrated through RESTful APIs, supplying the Dashboard 
with governance metrics, analytics, and compliance insights. For the GOV Service, two (2) separate 
tables follow: one summarizing the internal APIs (Table 10) and another detailing the public APIs 
(Table 11), highlighting their distinct integration points and purposes within the platform. 

Table 10 : API endpoints of GOV (Internal) and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation Detail 

Start Member 
Onboarding 

Starts onboarding of 
a new member 

POST  

/gov/v1.0/members 

Closed *https://gitlab.gftinnova
tion.eu/fame/framework
/gov/-
/blob/main/swagger-
specification.private.jso
n?ref_type=heads  

Confirm 
Registration 

Confirms 
registration of 
member 

PUT 
/gov/v1.0/members/{pid}
/confirm-registration 

Closed * 

Confirm 
Deregistration 

Confirms 
deregistration of 
member 

PUT 
/gov/v1.0/members/{pid}
/confirm-deregistration 

Closed * 
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Check Active 
Membership 

Checks if member is 
active 

GET 
/gov/v1.0/members/{pid}
/check 

Closed * 

Check Authority Checks authority 
affiliation 

GET 
/gov/v1.0/authorities/{did
}/check 

Closed * 

List Active 
Members 

Lists active 
members 

GET  

/gov/v1.0/active-
members 

Closed * 

Resolve Member 
PID 

Resolves PID to 
member details 

GET  

/gov/v1.0/active-
members/{pid} 

Closed * 

List Active 
Authorities 

Lists active 
authorities 

GET  

/gov/v1.0/active-
authorities 

Closed * 

List Trading 
Accounts 

Lists trading 
accounts 

GET  

/gov/v1.0/accounts 

Closed * 

Start Account 
Request 

Starts processing of 
account request 

POST  

/gov/v1.0/accounts 

Closed * 

Get Trading 
Account 

Retrieves trading 
account details 

GET 
/gov/v1.0/accounts/{tid} 

Closed * 

Confirm 
Permissioning 

Confirms account 
permissioning 

PUT 
/gov/v1.0/accounts/{tid}/
allowed 

Closed * 

Confirm De-
permissioning 

Confirms account 
de-permissioning 

PUT 
/gov/v1.0/accounts/{tid}/
disallowed 

Closed * 

Enqueue Request Adds new 
processing request 
to queue 

POST  

/gov/v1.0/rqueue 

Closed * 

Retrieve Request Retrieves request 
from queue 

GET 
/gov/v1.0/rqueue/{rid} 

Closed * 

Finalize Request Finalizes a queued 
request 

PUT 
/gov/v1.0/rqueue/{rid} 

Closed * 

List Users Lists users 
onboarded in the 
Root Authority 

GET  

/gov/v1.0/users 

Closed * 

Start User 
Onboarding 

Starts onboarding 
process of a 
candidate user 

POST  

/gov/v1.0/users 

Closed * 

D2.4 ­ Integrated FAME Data Marketplace II Rev. 2.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  88 of 143 

 

Retrieve User Retrieves specific 
user information 

GET 
/gov/v1.0/users/{uid} 

Closed * 

  
Table 11 : API endpoints of GOV (Public) and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation Detail 

List Members Retrieves list of 
members 

GET 

https://gov.fame-
horizon.eu/api/v1.0/mem
bers 

Open *https://gitlab.gftinnova
tion.eu/fame/framework
/gov/-
/blob/main/swagger-
specification.public.jso
n?ref_type=heads  

Onboard 
Member 

Starts onboarding a 
new member 

POST 

https://gov.fame-
horizon.eu/api/v1.0/mem
bers 

Open * 

Retrieve 
Member Info 

Retrieves full 
information set of a 
member 

GET 

https://gov.fame-
horizon.eu/api/v1.0/mem
bers/{pid} 

Open * 

Update 
Member Info 

Updates non-trusted 
info linked to a member 

PUT 

https://gov.fame-
horizon.eu/api/v1.0/mem
bers/{pid} 

Open * 

Migrate 
Member 
Entity 

Changes legal entity 
info of an existing 
member 

POST 

https://gov.fame-
horizon.eu/api/v1.0/mem
bers/{pid}/migrate 

Open * 

Offboard 
Member 

Offboards an existing 
member 

POST 

https://gov.fame-
horizon.eu/api/v1.0/mem
bers/{pid}/offboard 

Open * 

Check Active 
Membership 

Checks active 
membership status 

GET 

https://gov.fame-
horizon.eu/api/v1.0/mem
bers/{pid}/check 

Open * 

List Active 
Members 

Lists active members GET 

https://gov.fame-
horizon.eu/api/v1.0/active
-members 

Open * 

D2.4 ­ Integrated FAME Data Marketplace II Rev. 2.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  89 of 143 

 

Resolve 
Active 
Member PID 

Resolves PID into 
name and details 

GET 

https://gov.fame-
horizon.eu/api/v1.0/active
-members/{pid} 

Open * 

List Trading 
Accounts 

Lists trading accounts GET 

https://gov.fame-
horizon.eu/api/v1.0/accou
nts 

Open * 

Enroll 
Trading 
Account 

Starts enrollment of a 
new trading account 

POST 

https://gov.fame-
horizon.eu/api/v1.0/accou
nts 

Open * 

Retrieve 
Trading 
Account 

Retrieves details of a 
trading account 

GET 

https://gov.fame-
horizon.eu/api/v1.0/accou
nts/{tid} 

Open * 

Disenroll 
Trading 
Account 

Permanently disenrolls 
a trading account 

DELETE 

https://gov.fame-
horizon.eu/api/v1.0/accou
nts/{tid} 

Open * 

Credit 
Trading 
Account 

Mints FDE tokens and 
transfers to trading 
account 

POST 

https://gov.fame-
horizon.eu/api/v1.0/accou
nts/{tid}/credit 

Open * 

Debit Trading 
Account 

Burns FDE tokens from 
a trading account 

POST 

https://gov.fame-
horizon.eu/api/v1.0/accou
nts/{tid}/debit 

Open * 

Check 
Request 
Status 

Checks the status of a 
request 

GET 

https://gov.fame-
horizon.eu/api/v1.0/reque
sts/{rid} 

Open * 

Retrieve 
Ecosystem 
Stats 

Retrieves basic stats of 
FAME ecosystem 

GET 

https://gov.fame-
horizon.eu/api/v1.0/stats 

Open * 

List Users Lists users in ROA 
database 

GET 

https://gov.fame-
horizon.eu/api/v1.0/users 

Open * 

Onboard User Starts onboarding 
process for a user 

POST Open * 
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https://gov.fame-
horizon.eu/api/v1.0/users 

Re-invite 
User 

Restarts onboarding 
process for a user 

POST 

https://gov.fame-
horizon.eu/api/v1.0/users/
{uid}/reinvite 

Open * 

Retrieve User Retrieves user details GET 

https://gov.fame-
horizon.eu/api/v1.0/users/
{uid} 

Open * 

Delete User Deletes a user DELETE 

https://gov.fame-
horizon.eu/api/v1.0/users/
{uid} 

Open * 

Offboard 
User 

Offboards a user POST 

https://gov.fame-
horizon.eu/api/v1.0/users/
{uid}/offboard 

Open * 

Accept 
Onboarding 
Invitation 

Accepts invitation to 
complete user 
onboarding 

POST 

https://gov.fame-
horizon.eu/api/v1.0/invita
tions 

Open * 

 

Authentication and Authorization Infrastructure (AAI) Service 

The Authentication and Authorization Infrastructure Service integrates with the Dashboard via 
RESTful APIs to ensure secure end-user authentication and role-based access. The table below 
highlights the integration points and their functional impact. 

Table 12 : API endpoints AAI and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation Detail 

Issuer 
Credential 

Issues credentials to 
the user 

POST 

/credential-offers 

Closed *https://gitlab.gftinnovati
on.eu/fame/framework/aa
i/-
/blob/main/README.md
?ref_type=heads  

Credential 
Offer Status 
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Auth 
Requests 

  

Verifies user 
credentials when 
logging into the 
marketplace 

POST 

https://auth.fame-
horizon.eu/definitions/F
AMEv1/auth-requests 

Open * 

Auth Status Verifies the 
authentication status, 
indicating whether the 
user has accepted or 
declined the request 
from the mobile wallet 

GET 

https://auth.fame-
horizon.eu/auth-status 

Open * 

OpenId 
Credential 
Issuers 

OpenId API link for 
issuers 

GET 

https://identity.fame-
horizon.eu/openid-
credential-issuer 

Open * 

OpenId 
Credential 
Configuration
s 

OpenId API link for 
configurations 

GET 

https://identity.fame-
horizon.eu/well-
known/openid-
configuration 

Open * 

Token Gets the token POST 

https://identity.fame-
horizon.eu/token 

Open * 

Credentials 
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Pricing 
Parameters 

Receives input values 
from the offering 
creation process (such as 
asset description, asset 
type, asset ID, offering 
ID, etc.), and based on 
these input parameters, 
returns a specific list of 
questions with 
predefined answer sets 
and types 

POST 

https://pat.fame-
horizon.eu/pat/v1.0/pricin
g-params 

Open https://pat.fame-
horizon.eu/swagger#/
Pricing%20Advisory
%20Tool%20-
%20PAT/PatControll
er_getParams  

Pricing Advice Gets a completed 
questionnaire and the 
offering identifier as 
input and returns a 
recommended price for 
the asset 

POST 

https://pat.fame-
horizon.eu/pat/v1.0/pricin
g-advice 

Open https://pat.fame-
horizon.eu/swagger#/
Pricing%20Advisory
%20Tool%20-
%20PAT/PatControll
er_getPricing  
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Advanced Search Service 

The Advanced Search Service is connected to the Dashboard via RESTful APIs, enabling dynamic 
keyword and filter-based content searches. The table below details how this integration supports 
search functionalities within the platform. 

Table 14 : API endpoints Advanced Search and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation 
Detail 

FDAC Search Search for data elements 
on the FDAC 

  

POST 

https://fame-fdac.iot-
catalogue.com/api/data/se
arch 

Open https://fame-fdac.iot-
catalogue.com/swagg
er/653a8be4b93bd08
e33dd5e8e  

GOV Active 
Members 

Allows the retrieval of 
active members in the 
FAME Data 
Marketplace 

GET 

/gov/v1.0/active-members 

Closed https://gov.fame-
horizon.eu/swagger  

PT Offerings Allows the retrieval of a 
specific offering 

GET 

/pt/v1.0/offerings/{oid} 

Closed https://pt.fame-
horizon.eu/swagger  

PT Offerings Allows the retrieval of 
all the offerings for a 
specific asset 

GET 

/api/v1.0/offerings 

  

Closed https://pt.fame-
horizon.eu/swagger  

 

Asset Policy Manager (APM) Service 

The Asset Policy Manager Service is accessed through an external interface, with the Dashboard 
redirecting users to manage and view access policies. The table below illustrates the main integration 
points and their relevance. 

Table 15 : API endpoints APM and Dashboard integration. 

API Name Short Description Endpoint Prefix Access 
Level 

Documentation 
Detail 

Assets Policy 
Editor 

Exposes the necessary 
functionality to create 
new policy for an asset, 
and also can delete it 

(POST, DELETE) 

/private/api/v1.0/asset-
policy-editor 

Closed Not documented 
publicly 

Assets Policy 
Editor 

Fetches an existing 
policy and updates an 
existing policy of a 
specific asset 

(GET, PUT) 

https://apm.fame-
horizon.eu/public/api/v1.0
/asset-policy-editor 

Open *https://apm.fame-
horizon.eu/public/sw
agger-ui/index.html#/  

Assets Content 
Access 
Controller 

Checks if the underlying 
end-user has content 
access to a specific asset 

POST Open * 
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  https://apm.fame-
horizon.eu/public/api/v1/a
sset-access/check-one 

Assets 
Content 
Access 
Controller 

Checks if the underlying 
end-user has content 
access to a list of assets 

  

POST 

https://apm.fame-
horizon.eu/public/api/v1/a
sset-access/check-many 

Open * 

Assets Content 
Access 
Controller 

  

Retrieves a list of all the 
assets that the 
underlying user has 
access to their contents 

GET 

https://apm.fame-
horizon.eu/public//api/v1/
asset-access/check-all 

Open * 

Assets 
Marketplace 
Visibility 
Controller 

Checks if the underlying 
end-user can view a 
specific asset on the 
FAME Data 
Marketplace 

POST 

https://apm.fame-
horizon.eu/public//api/v1/
asset-visibility/check-one 

Open * 

Assets 
Marketplace 
Visibility 
Controller 

Checks if the underlying 
end-user can view a list 
of assets on the FAME 
Data Marketplace 

POST 

/api/v1/asset-
visibility/check-many 

  

Open * 

Assets 
Marketplace 
Visibility 
Controller 

Retrieves a list of all the 
asset IDs that the 
underlying user can 
view on the FAME Data 
Marketplace 

GET 

/api/v1/asset-
visibility/check-all 

  

Open * 

 

3.3.3 Internal Integration of Backend Services  
In the first place, we should clarify what the integration of backend services is about, and in what it 
differs from the Dashboard / Backend integration that was described in section 3.3 of this document. 
In a nutshell, the former is also called internal integration: its goal is to enable cross-module 
communication for those workflows that require the orchestrated cooperation of multiple platform 
modules. 

The most elaborate example of such workflow is "Asset Publishment" (see deliverable "D4.4 
Blockchain-based Data Provenance Infrastructure II" [8]): although the starting point is a call to an 
Open API service endpoint provided by the Provenance and Tracing (P&T) module, the workflow 
then proceeds in the background with the involvement of the Federated Data Asset Catalogue 
(FDAC), Asset Policy Management (APM) and Operational Governance (GOV) modules.  

In this scenario, P&T acts as the initiator and orchestrator, while FDAC and GOV are contributors. 
All cooperative workflows supported by the FAME platform follow this pattern, with one 
initiator/orchestrator and one or more contributors. Internal integration is thus the development, 
testing and deployment of non-public service endpoints (i.e., deployed on the common hosting 
environment of the FAME platform's backend but not accessible from the public Internet) that serve 
the needs of cooperative workflows. 
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A much simpler but more generally applicable example is user authentication / authorization: every 
Open API service endpoint, regardless of the module, needs to ensure that their callers are actually 
authorized to consume the provided service. In order to do that, the caller of a service endpoint must 
provide a valid Verifiable Onboarding Credential (VOC) token issued by a trusted Onboarding 
Authority.  

While the details of the onboarding and authentication process are not in the scope of the present 
document (see WP3 deliverables for more information on that), suffice to say that all Open API 
service endpoints need to integrate with the Authentication and Authorization Infrastructure (AAI) 
platform module.  

Collectively, non-public endpoints represent the Integration API of the FAME Platform. The 
Integration API follows the same approach of the Open API: REST1 architectural style on top of the 
HTTP communication protocol. A significant difference between the two APIs is that Integration 
endpoints can only be called by other modules running in the same hosting environment 
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Figure 42: Asset Publishment 

 
Figure 43: Offering Publishment 

With regards to the integration of the FDAC module, it should be noted that FDAC is a pre-existing 
independent system that runs in a separate runtime environment, so that the standard approach for the 
deployment of non-public services (e.g., the createEntry operation) could not be adopted. Instead, 
FDAC's integration points are deployed as public services that are only accessibly with a system-
owned API token. 

Internal integration points are documented in the same way as FAME's Open API: online by means 
of the Swagger UI2 and offline in the relevant project deliverables. The only exception to this rule is 
for closed-source modules - namely, FDAC and APM - that only provide offline documentation. Here 

 
2 See https://swagger.io/ 
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below we provide a screenshot of the Swagger UI, documenting the internal integration points 
provided by the P&T and GOV modules. 

 
Figure 44: P&T service endpoints for internal integration 
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Figure 45: GOV service endpoints for internal integration 
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4 FAME Data Assets Integration  
4.0 Introduction 
This chapter presents the integration mechanism provided by Federated Data Asset Catalogue 
(FDAC) to support the integration with the other FAME components. As the FDAC is the component 
responsible for the indexing and management of the Asset metadata, all operations relates with the 
asset addition, update and discovery require to interact. FDAC. The following of this section provides 
the high level description of the FDAC, present it mechanisms for integration and describes how they 
were used in FAME. 

4.1 Federated Data Asset Catalogue (FDAC) 
The FDAC functions as a registry within FAME, tasked with systematically cataloging and archiving 
various assets. These assets include datasets, AI models, services, and essential documentation, 
ensuring a structured approach to data management. The registry can represent assets originating 
from FAME activities and index assets from external sources such as relevant Data Spaces or Data 
Marketplaces. All asset information is accessible to any FAME component requiring it through well-
defined interfaces. 
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4.1.0 REST API 
 

FDAC provides a REST API to enable the communication with other systems and FAME 
components, allowing not only the add and retrieve information from the catalogue but also to access 
to some functionalities. Such REST API provides an authentication mechanism based on 
authentication tokens to ensure that only authentication systems have access to the information. 
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Figure 48 : FDAC REST API Search response example 

4.1.1 Iframe 

FDAC has its own user interfaces to present asset listings and asset detail page, among others. In 
order to allow and simplify the usage/integration of such user interfaces in the user interface of other 
systems, FDAC recommends the usage of Iframes4. FDAC provides iframes with the capability to 
show only specific visual elements, instead of a full page, and the capability to customize the colours 
of the rendered elements, providing the iframe with some customization tools to allow a better visual 
integration on the existing interfaces of the systems where the iframe will be integrated.  

To better integrate Iframes with the designed behaviour to the external systems (host system), some 
mechanisms are provided to allow the host system to send information to the iframe. Using such 
mechanisms, host systems to have some control over the iframe, like the ability select to the content 
shown or create automations relating user actions on elements of the host system with changes in the 
visualizations inside the iframes. 

 

 
4 https://www.w3schools.com/html/html_iframe.asp 
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4.2 Integration 
The REST API exposed by FDAC and the Iframes are the two main approaches to integrate FDAC 
with external systems. On situations where the integration requires information exchange between 
FDAC backend and other systems, the REST API is the approach more indicated. 

However, on situations where an integration is required at the level of the User interface, then Iframes 
are the recommended approach. This approach is used for the integration with the FAME Dashboard 
and its usage is described below. 

4.2.0 Dashboard Integration 
Two different iFrames are integrated in the FAME Dashboard. One to show the lists of assets the in 
the assets listing page (accessible on the page: {dashboard_address}/fdac) and another to show the 
details of an asset (accessible on the page: {dashboard_address}/asset/{asset_id}). 

The result of integration of the iframe presenting the list of assets is show in Figure 49, where the 
region of the page corresponding to the Iframe is highlighted in the dashed rectangle. This iframe 
presents the assets as cards in a paginated list. The list of assets shown iframe is controlled by a list 
of IDs that the dashboard provides to the Iframe when the page is loaded. Moreover, information 
about filters (such as tags) can also be passed to the Iframe using the PostMessage() HTML method. 

 
Figure 49 : 
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Figure 50 
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5 FAME Connector 
5.0 Introduction 

The FAME Connector is a component in the Federated Data Space architecture of the FAME 
platform, enabling secure, scalable, and transparent data consumption between data providers and 
consumers. Given the decentralization principle inherent in Federated Data Spaces, the FAME 
Connector plays a pivotal role in allowing data to reside and be managed by providers on their own 
premises while being accessible to authorized consumers. 

This section outlines the detailed architectural and implementation considerations for deploying a 
FAME Connector. It presents a reference design, describes the key components, and discusses the 
implications and implementation requirements for stakeholders involved in the data sharing process. 

5.1 Overview of Data Consumption Components 

The high-level architecture of the FAME Connector comprises several components, which are 
depicted in the following diagram: 

 

Figure 52 : high-level architecture of the FAME Connector 
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In this diagram, the blue boxes represent components provided by the FAME platform as operational 
systems or deployable artifacts, while the grey boxes represent components the Data Provider must 
implement or configure. 

5.1.0 Component Descriptions 
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5.3.0 Data Gate Overview 

The Data Gate is a critical deployable component provided by the FAME project, responsible for 
enforcing secure access control to data resources. Its main function is validating consumer requests 
through cryptographic verification, checking token ownership and validity, and managing payment 
token withdrawals under PAYG monetization models. 

The Data Gate exposes a set of API endpoints that enable these functionalities. Below is the 
screenshot from Open API Documentation with a brief description of each endpoint. 

 

Figure 53 : Data Gate API 
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5.3.1 Proof-of-Concept Data Access Portal 

As part of the reference implementation, FAME has also developed a Proof-of-Concept (POC) Data 
Access Portal. This POC application demonstrates and tests the interaction with the validation 
mechanisms provided by the Data Gate, illustrating the end-to-end data consumption workflow as 
described below in the detailed sequence diagrams for Subscription (SUB), Pay-As-You-Go (PAYG), 
and Pay-As-You-Use (PAYU) token types. 

The portal is implemented following a client-server architecture, consisting of a dedicated backend 
server and a frontend UI application. The backend server securely stores and manages the Data 
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Figure 56 : Demo Portal, Validating the Data Customer Signature 

D2.4 ­ Integrated FAME Data Marketplace II Rev. 2.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  110 of 143 

 

 

D2.4 ­ Integrated FAME Data Marketplace II Rev. 2.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  111 of 143 

 

This enhanced POC provides tangible, practical demonstrations of the FAME Data Connector 
functionality, clearly illustrating how integrated Data Gate security mechanisms, usage 
tracking, and automated payment handling work in practice. 

5.4 Provider-Side Implementation Requirements 

To securely integrate with the FAME Connector, Data Providers must address the following steps 
and considerations: 

5.4.0 Prerequisites 
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5.5.2 Detailed Sequence Diagrams 

The following diagrams illustrate specific consumer workflows for different monetization models. 

5.5.2.0 Subscription-Based Access 
In Subscription model, access is granted as long as the consumer's subscription token (NFT) is valid 
and not expired. 

 
Figure 59 : Data Access via Data Gate for subscription-based token 

 

Workflow Steps: 

1. The customer authenticates with the Data Access Portal by signing a message. 
2. The Data Access Portal sends the request to the Data Gate with offer ID, which validates the 

signature, token ownership, and expiration date. 
3. If valid, the Data Gate confirms access rights. 
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4. The Data Access Portal retrieves the data from storage and delivers it to the customer. 

5.5.2.1 Pay-As-You-Go (PAYG) Access 

PAYG model involves tracking data usage (e.g., volume) and settling payments as data is consumed. 

 
Figure 60 : Data Access via Gate for Pay-As-You-Go 

 

Workflow Steps: 

1. The customer authenticates. 
2. The Data Gate validates the request. 
3. The optional Usage Counter checks if the requested usage is within the available volume 

defined in the offering. 
4. The Data Access Portal retrieves and delivers the data. 
5. The Data Access Portal records the usage in the Usage Counter. 
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6. Finally, the Data Access Portal can trigger the Data Gate to initiate the withdrawal of payment 
tokens from the customer's wallet. 

5.5.2.2 Pay-As-You-Use (PAYU)/Prepaid Access 

In PAYU prepaid model, the consumer has a limited number of downloads or credits associated with 
their token. 

 

 
Figure 61 :Data Access via Gate for Pay-As-You-Use 

 

Workflow Steps: 

1. The customer authenticates. 
2. The Token Gate validates the request. 
3. The Usage Counter validates that the customer has remaining downloads/credits by checking 

the offering's metadata on the FAME platform. 
4. If access is allowed, the Data Access Portal retrieves and delivers the data. 
5. The Data Access Portal instructs the Usage Counter to decrement the remaining credits. 
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6 FAME CI/CD Integration Infrastructure 
6.0 Introduction  
This section explores the complexities of combining various software components, or packages, 
created from different project tasks within the FAME Solution Architecture. Several key challenges 
emerge: 
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The following bullet points are provided with the sole scope of highlighting the features Kubernetes 
provides to developers and integrators of the FAME platform using the FAME CI/CD infrastructure.  
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Figure 67: FAME CI/CD Infrastructure - Logical View 

In the current implementation, the Kubernetes cluster is composed of 1 control plane node and 6 
worker nodes. The cluster uses a storage system for the data persistence of the applications. This 
system can use different storage types like: object stores, block devices, network drives, file systems, 
etc.; the storage can be assigned to a specific node or shared among the cluster nodes.  

The FAME CI/CD Solution uses the following application/tools:  
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Basically, the deployment can be performed in two different ways: either by applying Kubernetes 
manifest files, or by installing helm charts. Argo CD is able to automatically manage both methods 
without manual adjustment.  

6.3.0 Exposing the Application 
To expose applications and services to Internet, several components are involved in the platform.  

A specific Kubernetes Ingress resource must be created and configured for each application or 
service. The Ingress resource uses a specific and well-known Ingress Class for all the applications 
(pilots), independently of the namespace in which they are allocated. 

A dedicated Load Balancer is used to manage traffic among different applications and services, 
through the Ingress component installed in the cluster.  

SSL certificates must be created and installed for each application or services to allow secure 
communications. The component involved in the creation and management of the certificates is the 
Cert-Manager application above mentioned. 

Finally, a DNS record must be created and configured for the application; this record points to the 
cluster load balancer. The load balancer recognizes the host requested and route the traffic to the 
proper application or service.  
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6.3.1 Storage & Volumes Management 
A given amount of storage can be set for each namespace, by configuring specific resources in the 
Kubernetes cluster, called PersistentVolumes. This kind of resource is bound to a physical storage 
asset, and at the same time provides access to this storage into the namespace. This approach allows 
the deployment of stateful applications like databases.  

If an application requires a given amount of storage, the following steps must be performed: 
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7 Blueprint Guidelines for FAME Deployment  
7.0 Guidelines Overview 
This chapter describes the process and guidelines for the development and the deployment of an 
application using the FAME CI/CD infrastructure with the DevOps principles. It is provided with the 
main purpose to help the developers of FAME components, such as the dashboard, the backend, 
analytics, and technology components, the know-how to use the infrastructure to integrate the 
applications in a common namespace.  

The following picture depicts the typical CI/CD workflow with the main actors (developer, DevOps 
engineer, end-user) involved. 

 
Figure 70: FAME CI/CD Workflow  
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7.0.0 Development Cycle 
With respect to the diagram above, the development cycle consists of the following steps: 

(1a.) A Project Repository is created on GitLab for each application or service to be developed. The 
developer uploads the application code on the repository and prepares the Dockerfile, which will be 
used to produce the docker image in a later step. The code, including Dockerfile and all material 
necessary to build the application, is committed to the GitLab repository. The developer is also in 
charge of writing Kubernetes manifests and/or Helm charts, which are used to deploy the applications 
in the cluster. 

(1b.) A DevOps engineer writes the CI/CD pipeline code in a specific file located in the repository, 
(named .gitlab-cy.yml by default). The pipeline code can be organized in several stages, executed in 
the order specified, and contains at least all the instructions necessary to build the application docker 
image (the build stage).  Other stages can also be included for specific purposes like tests, code quality 
checks, etc. The DevOps engineer should review Kubernetes manifests or Helm charts to optimize 
cluster resources usage or other parameters (based on any information provided by SysOps). 

(2.) As soon as the code is committed to the GitLab repository, the pipeline is automatically triggered, 
and a process (called GitLab runner) is instantiated to start the execution of the stages indicated in 
the pipeline.  

(3.) As mentioned before, the GitLab pipeline mandatorily contains the build stage of the CI/CD 
workflow (i.e. the CI part of the workflow). In this stage, the Dockerfile is used to produce the docker 
image of the application or service. Each docker image produced in this stage should be versioned, 
typically using a tag or a hash (sha256).  

(4.) If the build stage is successful, the docker image produced is pushed into the docker image 
registry (the Harbor application), to be properly stored and versioned. 

(5.) The CI/CD workflow proceeds with the deploy phase (the CD part), which involves the 
Kubernetes manifest files and/or Helm charts..  

The deploy phase is orchestrated by Argo CD, which implements the GitOps pull-based approach. 
To manage deployments, Argo CD refers to the repository folder where the manifest files or Helm 
charts are stored. The files in this folder represent the desired state for the applications in the cluster. 
For the first deployment, Argo CD reads the manifest files and installs the applications and other 
various resources accordingly (e.g., Deployment, Statefulset, Service, ConfigMap, Ingress, etc.), 
pulling the necessary images from Harbor registry. Once the first deployment has been performed, 
Argo CD continuously monitors the manifest files folder and checks if there are any differences 
between the desired state of the applications and the actual state in the cluster. If there are any 
differences, Argo CD aligns the state of the cluster applications with the state described in the 
repository files. In this way, the repository acts as a single source of truth for the applications in the 
cluster.   

The manifest files or the Helm charts are typically stored in a specific folder in the same GitLab 
project repository which contains the application code, and versioned along with the application code. 
Another approach could be to use a different repository than the application code; both these 
approaches are valid and have their pros and cons, depending on the use case. 
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The development cycle can therefore be summarized as follows: 
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8 FAME Scalability in the EU Strategy 
8.0 Introduction  
This section explores the potential for FAME to evolve in step with the latest regulatory and 
technological developments currently taking shape at the European level. It focuses on key initiatives 
such as eIDAS 2, the European Blockchain Services Infrastructure (EBSI), and the Digital Euro. 
These efforts are expected to play a central role in shaping the future of digital identity, decentralised 
data exchange, and digital finance. FAME is well-positioned to adapt to these changes, ensuring its 
continued relevance and alignment with the broader European digital strategy. 

8.1 FAME & EIDAS Compliance  
This section outlines the potential impacts of the EU Digital Identity (EUDI) requirements stemming 
from the eIDAS 2.0 regulation on the FAME marketplace, specifically possible required feature 
implementations and opportunities for the marketplace. 

8.1.0 Background 
The eIDAS regulation establishes a framework for electronic identification and trust services for 
electronic transactions in the European Union's internal market. It aims to enable secure and seamless 
electronic interactions between citizens, businesses, and public administrations across borders. 
Specifically, the regulation establishes a harmonized infrastructure for wallets and electronic 
attestations to be used in digital interactions between citizens and organisations.  

The original idea of a harmonized digital identity scheme evolved into a much more powerful 
backbone for digital data exchange. It can be seen as an additional layer on top of the existing internet 
infrastructure to support appropriate identification, authentication, attestation exchange, and digital 
signature for the European digital ecosystem.  
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directive, and Digital Operational Resilience Act to ensure that the wallet can be used to facilitate 
controls to ensure legal compliance by providing a common set of technical solutions.  

The eIDAS 2.0 is an ambitious initiative and requests a radical rethinking with respect to services in 
the European economy with possible huge impact with respect to the initial setup costs but also the 
existing business models. Therefore, the European Commission established a massive piloting setup, 
with hundreds of European companies preparing the new infrastructure. Four major projects - LSP 
Potential, European Wallet Consortium, NOBID, DC4EU - set up multiple project streams to 
investigate the implementation of the eIDAS and specifically the EUDI Wallet in various critical 
areas of the European Ecosystem and public administration:  

EU Digital Identity Wallet Consortium (EWC): This consortium is working on developing a standard 
and interoperable EU Digital Identity Wallet.  

Potential: This pilot project explores and demonstrates the potential applications of the EU Digital 
Identity Wallet across various sectors.  

NOBID: The Nordic-Baltic eID Project (NOBID) focuses on cross-border eID solutions and their 
integration with the eIDAS 2 ecosystem, including testing wallet-based payment authorization flows.  

DC4EU: DC4EU aims to develop decentralized identity solutions, particularly focusing on digital 
credentials in education and social security, aligning with the eIDAS 2 framework.  

These projects ended in 2025 and are to be continued in two new projects WE BUILD and 
APTITUDE:  
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8.1.1 Potential Impacts on the FAME Project 
Whereas there is no obligation for citizens to use the wallet, some organisations are obliged to accept 
the wallet from natural and legal persons, specifically if they have to apply strong user authentication 
due to regulatory obligations.  

In scope is any organisation from the banking domain, health sector, public administration, energy 
suppliers, water suppliers, telecommunication providers, and Very Large Online Platforms (VLOPs) 
under the Digital Services Act. Very Large Online Platforms are in scope if they provide services to 
more than 45 mio users per month, which may apply to marketplaces servicing business customers 
and aggregate through their customers that number of end users.  

Specifically, the FAME Marketplace may move into the scope of eIDAS obligations if it integrates 
into the customer facing channels of its eIDAS-regulated clients, or if it becomes a Very Large Online 
Platform (VLOPs) under the Digital Services Act.  

There may also be opportunities, specifically regarding the user/client interactions with and on the 
marketplace: the FAME Marketplace may leverage the features of the EUDI Wallet (personal AND 
business) for a better user experience and efficiency (see Sphereon integration).  

More opportunities may be related to the technical core architecture of the marketplace: the FAME 
Marketplace may integrate the EUDI Business Wallet functionality to manage data exchange over 
EUDI protocols. 

As a summary, the eIDAS regulation's requirements for electronic identification and trust services 
may impact the FAME project in the following areas: 

User Authentication: The project may need to comply with specific standards for electronic 
identification and authentication of users, especially when handling sensitive data or providing access 
to secure services. The EUDI Wallet provides identification and authentication functionalities based 
on the government issued PID (Personal Identity Data) or Electronic Attestation Attributes (EAA 
credentials) potentially issued by the FAME Marketplace or a trustworthy partner. 

Cross-border Recognition: If the FAME project involves interactions with users or entities from 
different EU member states, it may need to ensure that electronic identification means issued in one 
member state are recognized and accepted in others. The assurance of interoperability of the EUDI 
wallet can be leveraged to gain a pan-European authentication solution, which saves the FAME 
marketplace from providing such a service itself to its clients.  

Data Security and Privacy: The project must adhere to eIDAS principles for data security and privacy, 
particularly when processing personal data related to electronic identification. The privacy-preserving 
features of the EUDI wallet help to protect the personal data of users but also to protect business 
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8.3 FAME and the Digital Euro 
8.3.0 Introduction  
The European Central Bank (ECB) is actively pursuing the development of a Digital Euro, a project 
of strategic and geopolitical importance.  This project is a key component of the evolving financial 
landscape within the Euro zone and the European Union globally.  

In the proposed implementation, the digital euro is central bank digital currency (CBDC) issued 
by the European Central Bank (ECB) alongside euro banknotes and coins 
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However, this proposed mechanism, as detailed in the deliverable, necessitates a process managed by 
humans (payer, payee, admins, etc.). It starts with a ticket raised by a user to the 
FAME  marketplace administrator who  manages the transformation from real money to FAME 
digital tokens. This implies a controlled and auditable procedure, ensuring that the conversion of 
traditional fiat currency into FDE is not an instantaneous, unmonitored action, and rather requires 
administrative oversight and approval. Such a system would likely involve verification steps and 
potentially designated points of contact to manage the flow of funds and maintain system integrity 
within the FDE ecosystem.  

With the Digital Euro, in its current design, this operation can be managed through an intermediary 
third party who acts as a Payment Service Provider (PSP). Below, there is the description of how 
Digital Euro can be integrated in FAME.  

1. The Federation Application provides PSP services:  

The Federation Application is responsible for the comprehensive management of the Digital Euro 
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outside the immediate Federated system. This final step underscores the full lifecycle management 
of digital assets within this innovative framework.  

  

 
Figure 71 : Logical Flow 

   

8.3.2 Design implementation hypothesis  
 These two sequence diagrams highlight the two main operations performed in the Digital Euro 
Wallet.  
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Figure 72: Acquire sequence diagram 

 Figure 72: Acquire sequence diagram illustrates the procedural interaction between four key entities 
involved in the process of acquiring Federated Digital Euro (FDE): the Organization Responsible, 
the FAME Federation, the ECB Central Ledger, and the Marketplace. The diagram outlines the 
end-to-end flow from the initial request to the final confirmation, highlighting the transactional logic 
and inter-system communication that support the operation.  

The process begins when the Organization Responsible
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Figure 73: Redeem sequence diagram 

 Following the process of acquiring FDE, the reverse operation
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8.3.3 Federation PSP Mockup User interface  
  

 
Figure 74: Login page 

  The user experience design for the FAME Digital Euro integration prioritizes seamless integration 
with the existing Federation platform while introducing powerful new financial capabilities. The 
implementation follows established FAME design principles, ensuring consistency with the broader 
ecosystem while addressing the specific requirements of digital currency management.  

User Journey Implementation  

The Digital Euro user journey begins within the familiar environment of the Federation Dashboard, 
where organization representatives access their existing profile and administrative functions. The 
integration point is strategically positioned within the "My Profile" section of the Federation 
Dashboard, providing a natural pathway to wallet functionality without disrupting established user 
workflows.  

When an organization representative navigates to the wallet section for the first time, they encounter 
a streamlined onboarding experience that clearly communicates the value proposition of Digital Euro 
integration. The system presents two primary pathways: connecting an existing Digital Euro account 
or creating a new one through the DESP service. This approach accommodates organizations at 
different stages of Digital Euro adoption while maintaining consistency with the Federation's 
inclusive philosophy.  

The account creation process leverages the established relationship between the organization and the 
Federation platform. Rather than requiring complex verification procedures, the system utilizes 
existing organizational credentials and verification status to streamline the Digital Euro account 
provisioning. This approach significantly reduces friction while maintaining the security and 
compliance standards required for financial services.  

Once the Digital Euro account is established, the user experience transitions to a comprehensive 
wallet dashboard that serves as the central hub for all digital currency operations. The dashboard 
design maintains visual consistency with the Federation platform while introducing specialized 
financial interface elements that clearly communicate account status, transaction capabilities, and 
operational controls.  
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Wallet Dashboard Design  

The wallet dashboard represents a sophisticated balance between financial functionality and user 
accessibility. The interface design follows the established Federation visual language while 
incorporating specialized elements necessary for financial operations. The primary dashboard view 
presents a clear hierarchy of information, with balance displays, transaction controls, and historical 
data organized in a logical and intuitive manner.  

 
Figure 75: Wallet Page 

  The balance presentation distinguishes between Digital Euro holdings and FAME Token balances, 
providing users with immediate visibility into their available resources across both currency types. 
The interface design employs visual cues and color coding to differentiate between currency types 
while maintaining accessibility standards. Real-time balance updates ensure that users always have 
current information about their financial position.  

The exchange interface represents the core functional element of the wallet dashboard, providing 
users with straightforward controls for converting between Digital Euro and FAME Token currencies. 
The design emphasizes clarity and transparency, with real-time exchange rate displays and clear 
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confirmation of transaction details before execution. The interface includes preview functionality that 
allows users to understand the exact outcome of proposed transactions before commitment.  

Transaction history integration provides users with comprehensive visibility into their Digital Euro 
and FAME Token operations. The historical view includes detailed transaction records with 
timestamps, amounts, and operation types clearly identified. The interface design supports filtering 
and sorting capabilities, enabling users to quickly locate specific transactions or analyze patterns in 
their digital currency usage.  

Transaction Management  

The transaction management system prioritizes immediacy and reliability, with Digital Euro to 
FAME Token exchanges processed instantaneously upon user confirmation. This approach 
eliminates the complexity of pending states while ensuring that users receive immediate feedback on 
their operations. The system architecture supports this instantaneous processing through direct 
integration with both the DESP service and the FAME marketplace infrastructure.  

The exchange process begins with user input specifying the desired transaction amount and direction. 
The interface provides immediate validation of available balances and exchange rates, ensuring that 
users have complete information before proceeding. The confirmation process includes a clear 
summary of the transaction details, including the exact amounts involved and the resulting balance 
changes.  

Upon transaction execution, the system provides immediate confirmation through dashboard updates 
and notification messages. The balance displays refresh automatically to reflect the new financial 
position, while the transaction history updates to include the completed operation. This immediate 
feedback cycle ensures that users maintain complete visibility into their financial operations without 
delays or uncertainty.  

The marketplace synchronization occurs seamlessly through API integration, ensuring that FAME 
Token balances are immediately available for use in marketplace transactions. This integration 
eliminates the need for manual reconciliation or separate balance management, providing users with 
a unified view of their digital assets across the entire FAME ecosystem.  

Error handling within the transaction management system focuses on clear communication and user 
guidance. When insufficient balances or other operational constraints prevent transaction completion, 
the system provides specific error messages that guide users toward resolution. The interface design 
ensures that error conditions are immediately apparent without compromising the overall user 
experience.  

The transaction management system also incorporates comprehensive logging and audit capabilities, 
ensuring that all operations are properly recorded for compliance and troubleshooting purposes. These 
backend capabilities operate transparently to users while providing the necessary infrastructure for 
system reliability and regulatory compliance.  

User support for wallet and transaction operations integrates with the existing FAME support 
infrastructure, providing users with access to comprehensive help resources and assistance channels. 
The support system includes detailed FAQ sections and direct access to support personnel through 
established communication channels, ensuring that users can resolve issues quickly and efficiently.  

The overall user experience design recognizes that Digital Euro integration represents a significant 
expansion of FAME platform capabilities while maintaining the approachable and professional 
interface standards that define the Federation platform. This balance ensures that users can 
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confidently engage with advanced financial functionality while operating within a familiar and trusted 
environment.  

8.3.4 Advantages and Disadvantages 
Advantages in adopting Digital Euro for FAME Marketplace  
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9 Conclusions  
As previously mentioned, FAME aims to be a realized Data Space, specifically a Finance Data Space, 
one of the types of Data Space defined by the EU among the Common European Data Spaces [4]. 

Compared to traditional market players, FAME, as a Data Space, aims for a lighter version of 
implementation constraints for the valuation, sharing, and commercialization of digital assets 
(Assets). In fact, no specific implementation constraints are imposed on the exchange of data. 

FAME's federated model aims to guarantee the rules, principles, and control of participation, 
safeguarding the values of commercial exchange, rather than imposing the creation of a mere 
interchange platform through connectors. This is to allow asset producers the freedom to decide how 
to provide/exchange assets with consumers, as long as they are acceptable within the federation. 

The motivation is to enable even SMEs to participate in and benefit from the Data Economy in the 
Finance sector through FAME. 

FAME focuses on the regulation of economic exchanges of assets, aiming to enrich the reference 
architectures of Data Spaces with value-added components for data assets, such as trading and 
monetization modules, which are currently missing. To achieve this objective, FAME aims to define 
three frameworks: a Business Framework, a Legal/Organizational Framework, and a Technological 
Framework for the realization of Data Spaces in the Finance sector. 
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