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Executive Summary 
The document presents the complete work performed within the FAME project to design and build a 
stable Solution Architecture (SA) that has as a goal to develop, integrate, validate, and offer as a 
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1 Introduction 
For Europe to operate cooperatively and in accordance with European principles, such as self-
determination, privacy, openness, security, and fair competition, the digital market is crucial. The 
expanding data economy needs a legal framework to define data protection, fundamental rights, 
safety, and cybersecurity. The harmonization of digital markets is one of the fundamental policy 
achievements of the European Union (EU), with the European Strategy for Data [1] serving as its 
primary tangible product. The Data Governance Act [2] comes next, with the goal of promoting 
usable data by boosting EU-wide data sharing procedures and enhancing trust in data intermediaries. 
The Data Act [3], a legislative proposal that intends to establish a framework that will promote 
business-to-government data sharing, is also another vision of the EU data economy. 

Data Space is a notion that is still evolving, but it has been specifically described by the European 
Strategy for Data, which directs European activity towards the data economy. The approach is so 
comprehensive that it identifies fourteen (14) common European Data Spaces: Agriculture, Cultural 
Heritage, Energy, Finance, Green Deal, Health, Language, Manufacturing, Media, Mobility, Public 
Administration, Research and Innovation, Skills, and Tourism [4]. While naming Data Spaces 
provides guidance, it does not reveal their nature or essence as ecosystems, which may have unique 
characteristics and place more focus on layers that are thought to be common to all Data Spaces. For 
many years, the Big Data Value Association (BDVA) [5] community of specialists has focused on 
Data Spaces to comprehend and consider the complex nature of the idea. A separate space that crosses 
organizational, sectoral, and geographic barriers is what BDVA specifically refers to when it refers 
to the 
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SA. It is worth mentioning that the presented FAME SA has driven the technological developments 
of the project, as well as the design and the integration of the underlying use cases and scenarios. 

1.2 Insights from other Tasks and Deliverables 
The FAME SA signals an important milestone for the FAME work in WP2. Specifically, it provides 
the structuring principles that have driven the design and development of an EmFi Federated Data 
Space, considering current Data S
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1.4 Summary of Changes  
Compared with the previous version of this deliverable (D2.2 - Technical Specifications and Platform 
Architecture I [7]), the Sections/sub-Sections that have been updated/moved/added within D2.6 are 
depicted in Table 1. 

Table 1 
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6.3 - Overview of 
Reference Architectures 
for Data Spaces 

Updated/ 
Added 

Update of IDS concepts to depict the advancements 
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2 Terminology 
On top of the list of acronyms cited above, this Section introduces some key terms that are used across 
the document and the FAME project in general. These key terms refer to the following:  
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3 FAME Baseline Concepts 
The current Section includes the basic concepts and overall idea behind the FAME project. In essence, 
some of the most critical data associated technologies are analysed, whereas some related state-of-
the-art methodologies, data approaches and features are introduced, all of which have led to the 
realization of the FAME vision and concept. Furthermore, the surrounding challenges of the concepts 
with which FAME is interacting are depicted, being categorized into additional layers with respect to 
the limitations they may offer towards the vision of a common EU data economy. 

3.1 Concepts 
3.1.1 Data Associated Technologies 
Data and information are the most important assets for most organizations. While organizations can 
use their data to improve their businesses, their data can also have significant value beyond their 
business. At the same time, nowadays organizations are aware of the competitive edge that they can 
gain by also incorporating external data into their data strategy and business models, trying to 
optimize their overall information processes and insights. It is an undeniable fact that in such a data-
driven business climate, data is playing a key role in capturing market intelligence and actionable 
insights to augment business operations. Hence, in today
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setting up a unified data layer to provide a single source of truth for data, ensuring data quality, 
consistency, and security, while allowing different end-users to access and manage data easily. 
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collecting, analysing, and storing data. The goal is to enable organizations to better 
understand their data and take the proper decisions. 

As relevance of data grows every year, the European Commission invested for the development of 
Data Spaces, envisioned as of strategic importance for the growth of the European data economy [11]. 
The aim is to enable and stimulate the development of Data Value Chains, keeping sovereignty and 
trustworthiness under European premises and values. Figure 1 depicts the relationship and the 
relevance among all the abovementioned concepts. 

 

Figure 1 
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3.1.3 Data Marketplaces Features 
As mentioned above, the Data Marketplace is the main technical component that supports the FAME 
Federated Data Space. This Section enhances the understanding of what functions Data Marketplaces 
possess and how they differ from generic marketplaces (e.g., Amazon, eBay, Aliexpress). Based on 
the literature that was extracted from four (4) Data Marketplaces studies that discuss the high-level 
view/business model of Data Marketplaces [16][17][18][19], there exist specific features that are 
most relevant to Data Marketplaces (Table 2), categorized under the market orientation, independent 
ownership, and many-to-many matching mechanisms. Other Data Marketplace categories may only 
provide these features partially. 
 

Table 2 
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17 

Use technologies like two-factor authentication to provide 
profile security and guarantee that only verified and 
authorized individuals may access their profiles and 

responsibilities 
 

18 
Utilize anonymization to safeguard individual data  

(removal of personal identity/information) Privacy Preserving 
19 Provide encryption to protect data assets 

 
20 

Provide a defined set of interoperability guidelines (such as an 
API description) and an access type for data exchange via 

APIs between data buyers and suppliers 
Interoperability 

21 Provide either dynamic or static data streams 
 

22 
Support data provenance mechanisms that track data from its 

origin to its destination 
Data Governance  

23 
Offer (verifiable) metadata management to provide 

information on the data content, origin, rights, collection, etc. 
24 Provide semantic representation models 

 
 

25 

Support additional data analysis services, like data 
visualization, aiding in the simplification of complicated data 
into graphical displays (e.g., scorecards, diagrams, heat maps) 

Data Analysis 

 
26 

Provide data normalization to identify data that has been 
traded to predefined formats, data models, and attributes 

Data Transformation 27 Provide data aggregation to perform combinations of multiple 
datasets 

28 Support multiple formats of data outputs 
 

29 
Offer tools for trust management to monitor data consumers

D2.6 ­ Technical Specifications and Platform Architecture II Rev. 1.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  17 of 120 

 

 
Figure 3 
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All these challenges can be grouped into four (4) broad categories, referring to: (i) technical, (ii) 
business/organizational, (iii) legal compliance, and (iv) national/regional (furtherly analyzed in the 
below sub-Sections). It is possible to develop a viable Data Space that satisfies the demands of all the 
stakeholders and promotes the expansion of the European data ecosystem and economy by 
overcoming these obstacles and addressing each of these problems. 

3.2.1 Technical Challenges 
The need to create a cross-border, cross-sector sharing Data Space and provide platforms the ability 
to handle 
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3.2.2 Business & Organizational Challenges 
The socioeconomic viability of a pan-EU Industrial Data Platform (IDP) integrating various Data 
Spaces and providing Data Marketplaces is anticipated to provide the following business issues: 
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3.2.3 Legal Compliance Challenges 
A complicated data policy environment has been created by all the various rules that have been 
implemented over the past ten years within the context of the digital single market. Therefore, a 
deeper knowledge of how data regulation interacts with and links to within data platforms is required. 
The following are the issues that need to be resolved immediately: 
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4 FAME Value Proposition 
FAME purpose is to provide a regulated data assets exchange and ecosystem, compliant with EU 
regulations and strategies, enabling organizations to leverage on the FAME solutions (i.e., the Data 
Marketplace and all the underlying technology components), solving the problem of data sovereignty, 
data security, data trading, data trustworthiness by federating with other participants that share 
common values and rules to interoperate. This Section presents the current state of related activities 
and identifies the challenges that exist in the mission to fill in the gap of current Data Marketplaces 
for realizing a Data Space ecosystem to serve applications with financial services. A high-level 
overview of FAME is provided, detailing how its contributions are designed to tackle the challenges 
described in Section 3. Then, the Section highlights the technical and the business values of FAME. 

4.1 FAME in a Nutshell 
Considering the current status of Data Spaces and their cross-cutting challenges (analysed in Section 
3), 
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monitored, and related actions will be triggered on time. Such concept is synopsized in Figure 4, 
outlining the FAME supported technological aspects, the beneficiaries (i.e., demand side) of its 
overall ecosystem, and the data assets that can be exploited (i.e., supply side). 

It should be noted that the Data Marketplace offered by FAME is not just another Data Marketplace, 
as it is specifically engineered to support the burgeoning field of Data-Driven finance applications. 
This focus allows FAME to cater to a niche yet rapidly expanding segment of the financial industry. 
By providing a unified platform, FAME facilitates the discovery and utilization of diverse data assets 
tailored to meet the specific needs of various entities within the financial sector, ranging from banking 
institutions to fintech startups, enabling them to innovate and deliver services efficiently. On top, for 
realizing the FAME Federated Data Space, the existence of a Legal as well as a Business Framework 
are also of great importance, and that is why such frameworks are put into practice and harmonized 
with the Technology Framework (i.e., Data Marketplace) of FAME (as shown in Figure 4).    

 
Figure 4 
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4.2 FAME Technical Value 
By actively following all the abovementioned core directions, and all the analysed challenges (Section 
3), the implementation of the following FAME technical components (furtherly analysed in Section 
8) has taken place, which represent the fundamental 
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4.3 FAME Business Value 
As a federated data exchange encompassing various data assets (e.g., datasets, algorithms, runtime 
integrable IT services, tutorials), FAME offers specialized functionalities that facilitate the discovery 
and utilization of data and technological components by different entities, such as assets providers, 
assets consumers, and application owners. Addressing the specific needs and use cases and the 
semantics of the applications that embed financial services, FAME can be considered as an enabler 
for a Data Space in the financial sector helping business organizations, system integrators, data 
scientists, etc. in the Financial, Insurance and Industry sectors to leverage the development and 
rollouts of EmFi applications and 
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Summarizing, FAME will contribute to the European data strategy since: 

FAME Federated Data Space will be a functional platform to federate data and technology 
assets for EmFi data-driven applications in compliance with the EU data strategy and regulations. 

FAME will define a new technology and services stack based on IT solutions, state-of-the-art 
methodologies, technologies, and components to leverage the costs of application design, 
development, and execution of EmFi. 

FAME will provide tools to onboard, discover and manage assets for both static and dynamic 
usage to diverse sectors of stakeholders (business, consumers, science, government). 

 
Towards this direction, the FAME Federation Stack 
provides: 
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These infrastructures (Data Spaces) ensure reliable data sharing and exchange based on agreed 
principles. This entails numerous challenges: 
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5 FAME Stakeholders 
As indicated in the previous Section, major industrial players, national and European legislative 
bodies, and other important stakeholders have recently shown a lot of interest in: 
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aforementioned categories, for whom a plethora of opportunities can be identified to have a broader 
socioeconomic value. The overall involved stakeholders are depicted in Figure 5. 

 
Figure 5 
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6 FAME Technical Background 
The current Section provides all the necessary information regarding existing RAs, principles, and 
functionalities that are exploited in the context of the FAME SA. In more detail, RAs related with 
Big Data Management, Data Marketplaces and Data Spaces related projects, as well as activities and 
design principles are introduced, depicting an overview of their internal architecture, and their 
capabilities towards facilitating the development of FAME. The relevance of these RAs and their 
added-value to FAME SA is furtherly described, concluding to the FAME related technical 
advancements. 

6.1 Significance of Reference Architectures 
The architectural design of many modern software systems, such as Data Applications, Data 
Platforms, and Data Spaces, has grown increasingly difficult due to the size and the complexity of 
these systems. In this situation, RAs have been demonstrated to be highly pertinent to support the 
architectural design of systems in numerous essential application domains, including but not limited 
to, health, avionics, transportation, agriculture, and finance. 

Towards this direction, the primary goal of a RA is to provide a common vocabulary, reusable 
designs, and best practices that are used as a guidance for more concrete software (e.g., systems, 
platforms) architectures in a specific domain (e.g., healthcare, smart cities, agriculture, finance). 
Typically, a RA includes common architecture principles, patterns, building blocks, and standards, 
outlining the components needed to compose a system, the externally visible properties of those 
components, and the relationships among them. In essence, a RA is not a solution architecture (i.e., 
they are not implemented directly), but primarily intended to provide a methodology and/or set of 
practices and templates that are based on the generalization of a set of successful solutions for a 
particular category of solutions. Hence, a RA provides guidance on how to apply specific patterns 
and/or practices to solve specific problems. It acts as a 
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However, to obtain such benefits, these architectures should be suitably described (i.e., 
represented/modelled) aiming at reliably communicating the knowledge that they contained [22][23]. 

Nowadays, there exists a variety of different types of RAs, deriving from diverse application domains 
[24], all of them however sharing a common goal: to provide a starting point for organizations that 
need to solve a particular problem. Such architectures have been described in many different 
approaches, such as using textual description, informal models, modelling languages (e.g., Unified 
Modelling Language (UML)), and in widely adopted system architecture models (e.g., 4+1 model, 
C4 model), as in the case of the FAME SA (described in Section 8). 

The following sub-Sections provide a list of state-of-the-art RAs that have been considered into the 
realization of the FAME SA, taking into consideration the technical experience and knowhow of the 
consortium partners in different domains. 

6.2 Overview of Reference Architectures for Data Marketplaces 
6.2.1 i3-Market 
The i3-MARKET project [25] addresses the growing demand for a single European Data Market, by 
innovating marketplace platforms, demonstrating with industrial implementations that the data 
economy growth is possible. i3-MARKET aims at providing technologies for trustworthy (secure and 
reliable), data-driven collaboration and federation of existing and new future marketplace platforms, 
with special attention on industrial data. The i3-MARKET architecture is designed to enable secure 
and privacy preserving data sharing across data spaces and marketplaces, through the deployment of 
a Backplane across operational data marketplaces. Hence, i3-MARKET is not trying to create another 
new Marketplace, but to implement the Backplane solutions that allow other Data Marketplaces and 
Data Spaces to expand their market, facilitate the registration and discovery of data assets, facilitate 
the trading and sharing of data assets among providers, consumers, and owners, whereas also 
providing tools to add functionalities they lack for better data sharing and trading processes. Towards 
this direction, the i3-MARKET project has built a blue-print open-source software architecture called 
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of the i3-MARKET system into the logical subsystems and components that implement the i3-
MARKET Backplane API and the Secure Data Access API (SDA API). 

 
Figure 6 
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Apart from the i3-MARKET Backplane
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User-Centric Authentication & Authorization Infrastructure [Obj 2] 
The FAME Authentication & Authorization Infrastructure leverages on IDM Authentication and 
Authorization based on self-sovereign identities, OIDC and OpenID Connect standards, W3C 
Decentralized Identifiers (DIDs) and Verifiable Credentials and access control to data, with support 
of decentralized system Besu, OAuth 2.0, and JSON Web Token (JWT) open standards. Into this 
context, the FAME Authentication & Authorization Infrastructure can leverage the relevant i3-
MARKET technologies already put in place, referring to its User-Centric Authentication & 
Authorization solutions, which provides baseline support for self-sovereign identities and DIDs. The 
latter essentially are a new type of identifiers that enable verifiable, decentralized digital identity, 
OpenID Connect (OIDC) integrations, Verifiable Credentials (VC) that can represent all the same 
information that a physical credential represents, and in addition of technologies, such as digital 
signatures, makes verifiable credentials more tamper-evident and more trustworthy than their 
physical counterparts. 

Authentication & Authorization Infrastructure Interfacing Multiple Data Providers [Obj 2] 
The possible interaction and improvements on the i3-
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Figure 8 
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6.2.2.2 Relevance to FAME & Added-Value 
INFINITECH is a large-scale project on Big Data and AI in digital finance, which has produced 
dozens of technologies, proven in over fifteen (15) pilots covering the entire spectrum of digital 
finance. FAME extends 
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6.2.4 SecureIoT 
The main goal of the SecureIoT project [39] is to introduce, validate and promote a novel approach 
to the security of Internet of Things (IoT) applications, which emphasizes a timely, predictive, and 
intelligent approach to the identification and mitigation of security threats and incidents. The IoT 
Security Solutions Market Platform is built to offer the capabilities of the SecureIoT project to 
interested stakeholders. It constitutes a Multi-Sided Market Platform (MSP) that offers Security 
services on IoT based environments and extends the results of SecureIoT for the purposes of better 
exploitation through the building of an appropriate community that will serve the sustainability 
strategy of the project. 

6.2.4.1 Architecture Overview 
Figure 10 illustrates the conceptual architecture of the SecureIoT Marketplace, outlining its supported 
functionalities in accordance with the external users that are able to exploit them. 

 
Figure 10 
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o Search and Discovery of Service Offerings: Refers to the search engine for discovering 
available services based on appropriate metadata for the descriptions of the services. 

o Catalogue Publishing of Services: Refers to publication and presentation of the 
ecosystem services, solutions, tools, and other entities. 

o Provision of Recommendations: Refers to the context-aware proposition of relative 
services. 

o Collaboration Services: Refers to the collaboration services (e.g., Forum/Messaging 
/Repository), including the relevant community support. 

o Review and Rating of Service Offerings: Refers to the tools for rating services from 
the end-
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6.2.5 PolicyCLOUD 
The PolicyCLOUD project [40] aims to be a cloud-based data-driven policy management platform, 
enabling its stakeholders to model, analyse, evaluate, and optimize their policies using a variety of 
Big Data tools and services. Among the components that have been developed and offered from the 
project is its Data Marketplace. The main idea of the PolicyCLOUD Data Marketplace is to create a 
community of users who will be able to provide and share various assets related to the scope and the 
investigated domains of the overall PolicyCLOUD platform. In essence, this Data Marketplace is a 
unified and standalone platform that can store several types of assets that may derive/result from the 
separate procedures and mechanisms that are implemented in the scope of the project, and also store 
solutions authored or developed by other experts. Hence, this Marketplace is intended to offer through 
its platform ready-to-use sets of solutions related to various subjects, enabling its users to use them 
to solve/handle any of their needs.  

6.2.5.1 Architecture Overview 
From the architecture perspective, the Data Marketplace is structured around two (2) core services, 
the backend and the front-end. This is basically the reason why the Data Marketplace is considered 
as a unified platform (i.e., unified platform of these two (2) services). This separation contributes 
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Figure 11 
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6.2.5.2 Relevance to FAME & Added-Value 
The integration of the PolicyCLOUD Data Marketplace to the FAME SA is expected to offer the 
following added-value to FAME
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Figure 12 
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6.2.8.1 Architecture Overview 
As illustrated in Figure 14, the TRUSTS platform consists of a set of interconnected nodes, which 
can be of three (3) district types: Central Node, Corporate Node, and User Portal Node. Each node is 
owned and operated by different organizations, where all together form the basis for a trusted 
exchange of digital assets. Each node is a computing environment (e.g., a virtual machine), where 
each computing environment runs standardized components to support the various functionalities of 
the platform. Components deployed within a node are interconnected via a network environment 
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Figure 15 
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enforcing policies in the SSI context for the use of the capabilities provided in a 
decentralized and self-governing manner. Consequently, the supported include: 
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6.3.1.2 Relevance to FAME & Added-Value  
All the GXFS/XFSC services have being investigated to be used as base elements or references within 
the FAME SA concept, contributing into the achievement of the following FAME objective: 

Federated multi-cloud, multi-stakeholder, standards-based data marketplace platform [Obj 1] 
All the GXFS/XFSC services that have core elements that work together and provide basic 
compliance and security rules, are based on standards and are open source. On top of business-specific 
rules, description schemes and specific business requirements, these elements provide maximum 
flexibility to create a specific federation, which is also one of the major targets of the FAME Federated 
Data Space. However, these elements/services represent only the minimum basic structure and 
functionalities of a federation. FAME has analyzed and examined to what extent these elements can 
serve as a basis to facilitate the implementation of specific both business and technical requirements 
by the project partners, considering (i) whether previous partner developments can be built on this 
basis and thus optimized, and (ii) whether flexibility and controllability can be realized in this way, 
even for future rule changes, while at the same time achieving high economies of scale. Based on this 
study, FAME has identified and prioritized all the related GXFS/XFSC services that enable 
federations and provide interoperability for building federated data ecosystems, and has provided the 
basic blueprints and guidelines towards contributing and enhancing these services with its added 
value gained from the implemented backend services. As stated above, most of the FAME backend 
services are based upon existing technical specifications/implementations of the previously identified 
RAs, that can collectively contribute into an upcoming GXFS specification phase, with knowhow and 
lessons learned from a wide variety of previous/ongoing EU funded projects. 

6.3.2 IDS 
The International Data Spaces Association (IDSA) [61] functions as a virtual data realm that utilizes 
established standards, technologies, and widely embraced governance models within the data 
economy. Its primary goal is to enable secure and standardized data exchange and data linkage in a 
trusted business ecosystem. This establishes a foundation for developing smart-service scenarios and 
promoting innovative cross-company business processes, all while ensuring data sovereignty for data 
owners. 

Data sovereignty is a central aspect of the International Data Spaces (IDS). This entails the inherent 
ability of individuals or organizations to have complete self-governance over their data. The initiative 
of IDS introduces a Reference Architecture Model (RAM) that encompasses this very ability, along 
with associated factors such as the necessity for secure and trustworthy data interchange within 
business ecosystems. 

6.3.2.1 Architecture Overview 
IDS-RAM was originally defined as part of the research activities conducted in the Industrial Data 
Space project by Fraunhofer [62] and continues to evolve through the work of many research and 
industrial projects under the steering of the IDSA Architecture working group. Furthermore, IDSA 
promotes the IDS-RAM, IDS implementations and use cases, to establish an international standard 
for secure data exchange and data sharing facilitated by the IDS Connector, the central technical 
component of IDS. 

Focusing on the broad conceptualization of functionalities, capabilities, and the overarching 
processes engaged in establishing a secure network of trusted data, the IDS-RAM exists at a more 
elevated level of abstraction compared to typical architectural models of specific software 
implementations. Figure 16 illustrates the general structure of the IDS-RAM that uses five (5) layers 
and three (3) perspectives. 

D2.6 ­ Technical Specifications and Platform Architecture II Rev. 1.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  57 of 120 

 

 
Figure 16 
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Figure 17 
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6.3.2.2.1 IDS RAM 5 
IDSA has started working on a new version of the IDS-RAM [71] in collaboration with its member 
organizations. This new version (IDS RAM 5) will be aligning with the latest developments in IDSA 
and Data Spaces, such as the DSSC, the new Rulebook and the Dataspace Protocol. It also aims to be 
more modular and flexible, providing architectural guidance and support for all roles building a Data 
Space, participating in one, or providing added-value Data Space services.     

6.3.2.2.2 Dataspace Protocol 
Interoperability is a big challenge in any given context that is concerned with data sharing. The 
Dataspace Protocol [72] is a set of specifications aiming to address technical interoperability in Data 
Spaces. It enables interoperable data sharing between entities governed by usage control and based 
on web technologies. These specifications define the schemas and protocols required for entities to 
publish data, negotiate agreements, and access data as part of a federation of data spaces.  

The Dataspace Protocol is a specification on its way to becoming an international standard under the 
name 
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provenance and traceability, (ii) Data sovereignty and trust - The capabilities needed for the 
identification of participants and assets in a Data Space, the establishment of trust, and the 
possibility to define and enforce policies for access and usage control, and (iii) Data value 
creation - The capabilities used to enable value creation in a Data Space (e.g., by registering 
and discovering data offerings or services and provide added-value services). 

 
Figure 18 
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7 FAME Capabilities 
The FAME Federated Data Space encompasses several innovative tools and mechanisms that provide 
specific capabilities, all in one realizing the vision of a unique, trustworthy, energy-efficient, and 
secure federated EmFi Data Marketplace that offers novel decentralized programmable pricing and 
trading of data, among others. Hence, the FAME
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8 
  

ML & AI Analytics FAME allows the stakeholders to locate in 
the FDAC, select, and execute an ML/AI 
model that is suitable for their needs, being 
also able to improve the overall energy 
efficiency of the produced model by 
applying incremental analytics and energy 
efficient capabilities. 

9 
  

SAX & XAI Analytics FAME supports process-aware 
explainability services towards providing 
comprehensive insights upon analysed 
processes, being complemented by a 
capability for scoring the explainability of 
the different constructed models. 

10 
 

Analytics CO2 Monitoring FAME estimates the CPU usage of the 
ML/AI models, which then are translated 
into the energy consumed by each model so 
as to be optimized in terms of consumption. 

11 

 

Smart Deployment FAME provides the pipelines for the 
deployment of various services, enabling 
stakeholders to implement optimised 
workflows in terms of CO2 consumption. 

12 

 

FML Deployment FAME supports energy efficient data 
sharing in federated learning scenarios 
where various stakeholders contribute their 
data assets. 

13 
 

EmFi Training FAME provides 
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The module also has a strong support system that improves user experience by quickly and effectively 
handling user questions and help tickets. The prompt resolution of customer complaints by this 
committed support team enhances user pleasure and builds platform confidence. Quick support is 
available to help prevent problems before they get worse, which builds user confidence and 
dependability. 

Moreover, the GOV module enhances thorough and safe federation transactions. The capacity to 
handle transaction accounts, interact with other trading parties in an efficient manner, and obtain 
informative and historical data is advantageous to end-users. This improves their trading ability and 
all-around strategic planning by providing them with the tools they need to make wise selections. 
Additionally, the safe transaction features guarantee that all financial activities are protected, 
instilling confidence in the safety of their operations. 

Overall, the FAME federation is more effective, safe, and intuitive thanks to the GOV module. It 
guarantees solid commercial operations, effective user administration, simple integration processes, 
and adaptable support services. The GOV module
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providing decentralization, immutability, and cryptographic security, it allows the creation of 
credentials that can be issued and verified without the need of a central certification authority and can 
be owned by the end-users and directly shared with third parties without involving the credential 
issuer. 

7.3 Federation of External Sources 
The ability to discover and index data assets outside of the FAME platform is essential to allow 
FAME to perform discovery, exchange, pricing, and trading of relevant assets published in external 
Data Spaces/Data Marketplaces. In FAME, the Federated Data Assets Catalogue (FDAC) provides 
such functionality through a developed mechanism to describe and execute asset metadata importers 
- called Resolvers. The latter are able to connect to the associated source of assets, use the available 
interfaces to explore the available assets, read the metadata of the 
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Overall, the Assets Policy Management plays a critical role within FAME, since it serves as the 
central authority for managing data asset security policies and ensuring that the appropriate data assets 
are displayed throughout the system. By acting as a PDP, it enables effective access control 
enforcement by other components, whilst it provides to the end-users a comprehensive overview of 
their owned data assets, enabling better asset management and control. With its pivotal 
functionalities, the Assets Policy Management reinforces the 

D2.6 ­ Technical Specifications and Platform Architecture II Rev. 1.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  66 of 120 

 

(sellers), being targeted to help them better determine the price of the asset they are offering. The 
sellers can either lean towards the recommended price or set their own price, supporting a seller-
oriented approach. 

7.7 Assets Trading & Monetization 
The Assets Trading & Monetization component is a key component of FAME, designed to facilitate 
the secure and efficient trading of data assets within the offered Data Marketplace. It leverages the 
power of smart contracts to bring significant value to both providers and consumers of data assets. 

For data asset providers, the Assets Trading & Monetization component offers a robust and secure 
mechanism for monetizing their data assets. By utilizing smart contracts, it ensures that providers are 
fairly compensated with ERC-20 tokens for the value they bring to the Data Marketplace. This not 
only provides an immediate revenue stream for providers but also incentivizes the continual addition 
of high-quality data assets to the platform. Different smart contract transaction models (pay-as-you-
go, subscription, pay-as-you-use) are implemented to allow payment schemes that fit best the nature 
of the data asset.  

For data asset consumers, the component simplifies the acquisition process. Consumers are able to 
easily browse the FDAC, identify data assets of interest, and acquire them through a transparent and 
secure trading process. The use of ERC-1155 tokens in this process allows for the accrual of value in 
the case of certain data assets, enhancing the potential return on investment for consumers. 

The Assets Trading & Monetization component also plays a crucial role in maintaining the integrity 
and transparency of the Data Marketplace. All the trade details are logged on a ledger, providing a 
clear audit trail that promotes trust among end-users and ensures compliance with regulatory 
requirements. In essence, it streamlines the trading process, ensures fair compensation for providers, 
simplifies asset acquisition for consumers, and fosters a transparent and trustworthy marketplace. 

7.8 Assets Searching 
The semantic search engine provides a unified search interface fully integrated in the FAME 
Dashboard enabling real-time data availability, and enhanced discoverability. In that sense the end-
users are able to quickly find relevant data assets according to their needs/requirements, for analysis 
and decision-making. Thanks to the single-entry point for finding data assets
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7.9 ML & AI Analytics 
The ML & AI Analytics bring to FAME the capability to understand EmFi applications related 
problems and get the necessary insights to automate decisions based on the input data that the needs 
that the clients have. Realizing a catalogue of available ML techniques is the main goal of this 
component. Moreover, functionalities for training these algorithms, as well as the capability to infer 
output given new data samples, is also implemented. State-of-the-art models such as Transformer, 
Recurrent Neural Network (RNN), Convolutional Neural Network (CNN) or classical ML models 
are provided to address different EmFi 
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of real-time analytics (as latency is minimized) while data can be concurrently ingested at the same 
time (as database transactions are enforced).  

The second innovation of this component is its ability of performing advanced query processing in 
an energy efficient fashion. Firstly, by exploiting the incremental analytics part, it does not have to 
calculate every time the analytic result. This results in reduced energy consumption. Furthermore, 
based on the novel indexing mechanism and the implementation of the query engine, the module can 
offer reduced energy consumption by managing data in a more sophisticated manner. End-users can 
take advantage of this feature while designing their applications or AI data pipelines as their overall 
solution can result in reduced carbon footprint compared to the greedy consumption of resources that 
complex AI analytic often require. 

7.12 Smart Deployment 
The Smart Deployment component provides end-users with deployment templates for analytics 
components so that they can be deployed standalone or in pre-defined pipelines. This allows FAME 
end-users to run complex analytics services without requiring in-depth knowledge of the various 
components that compose the workflow. 

These pipelines are monitored for CO2 emissions and optimised to promote the reduction of these 
emissions. This means that the workflow of a complex service evolves according to the metrics 
collected by the CO2 Monitoring component, with the objective of minimizing it. 

7.13 Analytics CO2 Monitoring 
Estimating the CPU usage of the AI/ML models used within the end-
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must be transmitted. The transmitted model updates are protected with differential privacy [78], 
which ensures the privacy of the raw data and minimizes any data leakage. 
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7.17 Dashboard 
The main reason behind the Dashboard of FAME is to provide to all of its end-users (both technical 
and non-technical stakeholders), a user-friendly end-to-end UI that will facilitate their interaction 
with all the involved FAME services, components, and processes, communicating with them via their 
Open APIs. In particular, a dashboard has already been designed, specified, and implemented in such 
a way that it enhances user experience, driving user engagement, and ultimately determining the 
success of FAME. It focuses on providing an interface that is aesthetically pleasing, simple to use, 
inviting all the FAME stakeholders (either end-users or platform administrators) to further explore 
all the associated capabilities. As a result, user experience is impacted, with an emphasis on 
streamlining complicated FAME-related activities (such as searching, monetization, and trading), 
guaranteeing fluid navigation, and ensuring that end-users can perform their tasks with ease.  

Consequently, the Dashboard
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8 FAME Solution Architecture 
The current Section includes the overall FAME SA that has been designed considering all the related 
activities of Section 3, Section 4, Section 5, Section 6, and Section 7 that have led the design of the 
final version of the SA. Since as it has been already introduced the C4 architecture model has been 
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Following all the abovementioned principles and guidelines, FAME has adopted the C4 model for 
illustrating its designed SA, applying in all the constructed diagrams (i.e., Context, Container, 
Component) the notations illustrated in Table 4, Table 5, and Table 6 respectively. 

Table 4 
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Container [Database] 

 

Any database exploited inside the 
depicted system of the FAME 
Federated Data Space. 

Container [Web Browser] 

 

Any web browser (or UI) exploited 
inside the depicted system of the 
FAME Federated Data Space. 

Relationship 
 

Any relationship between all the 
abovementioned abstractions. 

 

Table 6 
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SA is provided (Figure 20). In more detail, Figure 20 provides a conceptual overview of the FAME 
architecture that targets on specifying how both the Data Consumers, as well as the Data Providers 
can benefit from such solution. In deeper detail, following the top-down approach in Figure 20, any 
Data Consumer (e.g., SMEs, Data Scientists, Research Centre, Financial Organizations) who wants 
to access the FAME provided features can be authenticated and authorized access using the 
appropriate components, being then able to search and identify the desired data asset for further usage. 
On the other side, following the bottom-up approach in the same figure (Figure 20), it can be 
identified the pathway that can be followed from any Data Provider (e.g., Data Space, Data 
Marketplace, Database owner, etc.), to connect to FAME and index the data assets to be provided, 
for further exploitation.  

In both flows, all the technical and business values as well as the objectives of FAME are considered 
(e.g., data sovereignty, blockchain tokenization, federated data access, energy efficient analytics). 
However, for the sake of clarity and to avoid repetitions, in this part of the deliverable, only a high-
level description of the FAME flow is described. Additional details follow in sub-Section 8.2.2 along 
with the FAME C4 model of the 1st (i.e., context diagram) and the 2nd (i.e., container diagram) levels 
of the architecture, describing the overall flow of FAME, the interactions among the offered systems 
and their components, as well as the added-value for all of its interacting stakeholders (i.e., end-
users). 

 
Figure 20 
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external data assets, facilitating all its registered and authenticated users to discover, access, monetize, 
price, and possibly trade their assets, which coexist in a federated place, the FAME FDAC. In essence, 
the latter comprises both semantically annotated data assets and direct points to non-annotated assets 
of the underlying data sources, offering diverse APIs for accessing, searching, and querying the 
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Figure 22 
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along with specific examples, tutorials, and exploitation guidelines. Rather that these, the end-users 
have also access to the Helpdesk component, an auxiliary component of the Dashboard layer, to aid 
the end-users towards reporting and resolving any operational or technical identified issues, acting in 
essence as a ticketing system of the platform. Also, to boost its usability and adoption, in the 
Dashboard layer, FAME is also providing a Learning Centre, which aims to provide a pool of 
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By the time that this process gets complete, the Assets Policy Management forwards back to the 
FDAC the new policy information of the asset. However, this is not where the entire asset
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All the abovementioned components of this layer are supported by the Operational Governance 
component, which provides the core functionalities for the governance of a federated Data Space that 
supports online trading of data assets. In particular, it is responsible for the onboarding of traders (i.e., 
end-users that can engage in trading), the storage of offerings (extending the FDAC metadata model), 
the management of subscriptions, as well as the support of auxiliary functions like billing. 

8.2.2.4 Energy Efficient Analytics Services 
This layer brings to FAME the necessary tools for implementing analytical functionalities for EmFi 
applications. This allows end-users to apply AI/ML models to their own data (or data coming from 
an external source) to obtain desired outputs (i.e., forecasting values, ranking systems, sentiment 
analysis), and to receive an explanation of the given results
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latency/batch processing), constructs its respective application profile, and for each profile it provides 
deployment configurations that optimise CO2 emissions without compromising the functionality and 
the expected performance of the application. Additionally, metrics extracted from the running models 
can be displayed to the end-users (as an additional feature) to raise their awareness about the CO2 
emissions of the FAME processes. 

Furthermore, by applying the Incremental & Energy Efficient (EE) Analytics component, this layer 
employs a designated incremental data handler aiming to support the execution of the AI & ML 
Analytics by providing an abstraction layer in the cases where an external Big Data source is 
integrated within FAME for providing its data. Among its functionalities, the Incremental & EE 
Analytics component includes the support for mechanisms that incrementally and continually 
compute (real-time/run-time) analytical results over previously computed snapshots of queries. Since 
each of these incremental queries performs a small part of the total query operation, I/O and data 
transfer operations are reduced, improving the overall energy efficiency of the produced models of 
the AI & ML Analytics component. 

Finally, as an additional functionality to the complexity of the given analytics
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Figure 23 
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FAME Implementation: (i) The developed REST APIs act as open standards-based 
gateways that enable external actors to interact with FAME components, (ii) The Currency 
Contracts & Data Assets Contracts implement tokenization of financial exchanges and data 
access rights, respectively, using Ethereum standards (ERC-20 and ERC-1155), (iii) The 
Offerings System & Trading Contracts utilize smart contracts to manage and execute trade 
offers and transactions, ensuring secure and transparent data exchange processes. All these 
are core functionalities provided by the Assets Trading & Monetization module of FAME. 
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FAME Implementation: (i) The Self-Sovereign Identities (SSI) allow users to manage their 
own identity data securely and interact with federated data marketplaces, (ii) The Verifiable 
Credentials Microservice utilizes Node.js to create a microservice dedicated to the 
management of verifiable credentials, (iii) The OIDC SSI Auth Microservice, also built with 
Node.js, focuses on authorization using OpenID Connect (OIDC) with SSI as the proof 
mechanism, (iv) The Use of Veramo Framework within microservices (Verifiable 
Credential and OIDC SSI Auth) and for managing Distributed Identifiers (DIDs) and 
verifiable credentials efficiently, (v) The User Interaction and Credential Management 
where users store their verifiable credentials in personal digital wallets, maintaining control 
over their identity data. All the abovementioned are part of the overall Authentication & 
Authorization FAME functionality. 
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Storage where pricing information, once computed, is recorded on the blockchain 
associated with the data asset, which ensures transparency and trust in the pricing 
mechanism, (viii) The Operational Synergy where the trading component is tightly 
integrated with the pricing component to ensure that data asset
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FAME Implementation: (i) The ML & AI Analytics catalogue provides a comprehensive 
library of state-of-the-art AI/ML models, including Transformers, RNNs, CNNs, and Linear 
Regressors, to perform data analysis tasks such as forecasting, sentiment analysis, and 
ranking systems, (ii) The Analytics CO2 Monitoring monitors and captures CPU/GPU usage 
and the CO2 footprint of the AI/ML models during deployment, contributing to the creation 
of metadata that aids in optimizing future model deployments, (iii) The SAX & XAI 
Techniques utilize explainable AI techniques to score and improve the explainability of the 
AI/ML models, enhancing trustworthiness and transparency, (iv) The Incremental & EE 
Analytics support real-time or run-time analytical processing by handling data 
incrementally, which reduces I/O and data transfer operations, thereby improving energy 
efficiency, (v) The FML Deployment provides a federated learning infrastructure to support 
those scenarios where FAME end-users have their data distributed across different 
databases (silos), or they want to leverage collaboration between companies to extract 
insights from their data in a federated manner, (vi) The Smart Deployment provides 
deployment configurations that optimize CO2 emissions without compromising the 
functionality and the expected performance of the application. 

 
8.2.4 FAME as a Data Space Intermediary 
FAME
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8.3.1 Operational Governance 
The goal of the Operational Governance (GOV) component is to provide the necessary services for 
the management and governance of the FAME federation. The component diagram, according to the 
C4 standard, is shown in Figure 25.  

 
Figure 25 
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All subcomponents are implemented using the TypeScript programming language [86], as a set of 
RESTful microservices that run on the Node.js platform [87] and use the NestJS framework [88]. 
Persistence of data is managed with the MySQL [89] and MongoDB [90] databases. Blockchain-
related functionalities are implemented in the Trading Support subcomponent, by smart contracts 
developed with the Solidity language [91] and deployed on the Hyperledger Besu platform [92] 
(which is managed by the Provenance & Tracing component). Finally, the User Management 
subcomponent leverages the Sphereon SDK [93] for the implementation of the issuing process of 
Verifiable Onboarding Credentials. 

Detailed deliverable: D4.3 - Operational Models, Business Models and Governance I 
 

8.3.2 Authorization & Authentication 
The FAME Authentication & Authorization infrastructure is intended to be implemented over 
different types of data providers and their data infrastructures (i.e., Data Marketplaces, Data Spaces, 
Databases, etc.) aiding to control their access to the FAME functionalities and underlying data assets. 
Towards this direction, the FAME Authentication & Authorization leverages the existing i3-
MARKET platform [25], which provides baseline support for self-sovereign identities and access to 
data from federated marketplaces. 

To provide authentication and authorization with distributed identity and verifiable credentials, three 
(3) Typescripts and Node.js microservices have been implemented and one (1) mobile digital identity 
wallet. The detailed C4 component-level architecture figure of the developed Authentication & 
Authorization infrastructure is illustrated in Figure 26. 

 
Figure 26 
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receive from trusted sources or self-issue and store in digital wallets. These credentials are compatible 
with various formats, including those defined by the W3C. 

As for the exploited technologies of the Authentication & Authorization system, OpenID4VCI [96] 
that is used, defines an API for issuing verifiable credentials using OAuth 2.0 [97], enabling both 
existing and new services to act as Credential Issuers. This supports interactions between 
holders/wallets and OpenID4VCI Issuer systems. Also, SIOP v2 is used to allow users to act as their 
own identity providers, authenticating and presenting claims directly to relying parties without third-
party involvement. This enables a fully self-sovereign, peer-to-peer process. Additionally, it supports 
Verifiable Presentations, allowing relying parties to request and validate specific credentials from 
users using the Presentation Exchange. 

The technical functionalities of the Authentication & Authorization infrastructure are defined below: 
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Assets Policy Editor incorporates a user-friendly UI that is part of the Stakeholders UI, to facilitate 
the intuitive definition of policies. Additionally, it provides a REST API that can be leveraged by the 
UI itself, as well as other components within the FAME platform, such as the FDAC and the Assets 
Provenance & Tracing component, to set policies during external asset indexing processes. 

The second sub-component, namely the Assets Policy Engine, acts as the Policy Decision Point (PDP) 
within the platform. It is responsible for answering two (2) fundamental questions related to data 
asset
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In terms of implementation technologies, the backend of the Assets Policy Editor and the Engine is 
developed based on Spring Boot [103], a Java-based framework, which is employed to facilitate 
efficient development and provide robust functionality. The data storage for the backend is handled 
by Postgres [104], a reliable and scalable open-source relational database management system. To 
enable policy definition, storage, and enforcement, both the Assets Policy Editor and the Assets 
Policy Engine utilize the EvalEx [105] library. EvalEx is a Java expression evaluator library that 
enables dynamic evaluation of mathematical and logical expressions at runtime. This makes it 
particularly useful for applications that require the execution of dynamic logic. EvalEx provides a 
flexible and lightweight alternative for policy evaluation, especially in scenarios where dynamic and 
custom logic is essential. It is a valuable tool for specific access control needs, allowing for the 
creation and evaluation of custom policies tailored to unique application requirements. Finally, 
regarding deployment, containerization solutions like Docker is employed to ensure consistent and 
reliable deployment across different environments. 

Detailed deliverable: 
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Figure 28 
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Figure 29 
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there should always exist historical transactional data, (that are needed for the price proposals), which 
actually can be received through the Trading & Monetization API. Then, the output is a suggested 
price that reflects the objective value of the data asset, serving as a reference point for the seller when 
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8.3.7 Assets Trading & Monetization 
The Assets Trading & Monetization component comprises of the Smart Contract for Trading and 
Monetization module, which serves as a key component of FAME, enabling seamless interactions 
between FAME end-users, who may be either data providers or data consumers of data assets. Users 
are granted the ability to navigate the FDAC and identify data assets that align with their interests. 
The platform facilitates a trade of access rights for a chosen data asset, which involves an exchange 
of ERC-20 tokens for ERC-1155 tokens. These ERC-1155 tokens symbolize the right to access the 
specific data asset. Once the token exchange is successfully completed, the trade is executed, and the 
consumer is granted permission to access or download the data asset, in compliance with the 
predefined policies. Importantly, all details pertaining to the trade are meticulously logged on a 
ledger. This ensures a transparent audit trail, fulfilling essential compliance requirements, allows for 
the smart contract to run in a tamperproof way and promoting overall transparency in the trading 
process. 

Also important to mention is that there are different payment models that can be performed. 
Depending on the type of data asset exchanged, payment happens with the download of the digital 
asset. To support these payment schemes, a smart contract allows to temporarily store the ERC-20 
token in an escrow account, to be released and sent to the data asset seller once the data asset has 
been consumed. The smart contract also holds the notion of an expiry date, enabling subscriptions to 
data assets.  

Before jumping into the component-level architecture of this component, it is important to highlight 
the core containers of this component, which refer to the: (i) REST API that is an open standards API 
gateway that other FAME actors (i.e., external entities) interact with, (ii) Currency Contracts that is 
a token payment system that implements the ERC-20 standard, (iii) Data Assets Contracts that refer 
to the ERC-1155 tokens that provide a representation of data access ownership, (iv) Offerings System 
that is a ledger for trade offers, implemented using smart contracts, and (v) Trading Contracts that 
refer to the smart contracts that handle the swapping of currency tokens for data asset tokens. 

At the 3rd level diagram (i.e., component diagram) of this component, the goal is to provide greater 
detail upon the abovementioned containers lying into the Assets Trading & Monetization component, 
breaking down the containers into its constituent components. 

Figure 31 illustrates the diagram for the REST API, including the following components: 
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Figure 31 

D2.6 ­ Technical Specifications and Platform Architecture II Rev. 1.0

FAME Project No. 101092639 ©FAME Consortium



   
 

  99 of 120 

 

Figure 33 illustrates the diagram for the Data Assets Contracts, including the components of: 
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Figure 34 
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Figure 35 
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End-users are able to interact with the FDAC through the Stakeholders UI that integrates the 
functionalities of the FDAC by providing the adequate UIs. Such UIs communicate with the FDAC 
through the FDAC API component that exposes a set of REST APIs to give access to the 
functionalities. During the usage of the exposed APIs, the access permissions to the data assets is 
verified by checking with the Assets Policy Management component (through the Asset Policy 
Manager) if the user has permissions to perform the required actions over each data asset. 

Detailed deliverable: D3.2 - Federated Data Assets Catalogue I 
 

8.3.9 Semantic Interoperability 
The Semantic Interoperability component consists of a set of functionalities that enhance the FDAC 
capabilities with semantic functionalities. These functionalities are mainly applied to the data 
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In deeper detail, when an end-user wants to access the FDAC API using the Semantic Concepts, 
his/her requests are routed to the Semantic API Proxy. This proxy exposes the same API endpoints 
provided by the FDAC but supports the description of information using different semantic concepts. 
When the Semantic API Proxy receives a request expressed in a specific ontology, this component 
attempts to convert the information received into the concepts understood by the FDAC before 
sending the request to it. To perform such conversion, the Semantic Matcher and Converter 
component is invoked. This component receives the information to be converted, as well, and the 
indication of the ontology to be used by the end-user to describe the information. 

With this information, the Semantic Matcher and Converter component accesses the database of the 
Semantic Mapping and searches for finding mapping specifications that describe how to relate the 
semantic concepts between the used ontology and the concepts used by FDAC. This relation mapping 
allows the Semantic Matcher and Converter component to perform the conversion between diverse 
concepts. After the conversion, it sends the information to the Semantic API Proxy, which in turn 
forwards the request to the FDAC. A session is established within the Semantic API Proxy with the 
first API request to keep track of the ontology used by the end-user. When the FDAC sends the reply 
to the Semantic API Proxy, it identifies the session related to it and asks the Semantic Matcher and 
Converter to convert the information provided in the reply to the concepts used by the end-user.  

Detailed deliverable: D3.2 - Federated Data Assets Catalogue I 
 

8.3.10 Semantic Search Engine 
The Semantic Search E
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Commission and Kaggle. It utilizes semantic analysis to find data assets that best match the 
end-
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Figure 38 shows how these three (3) components can be combined depending on the role. Figure 
38(a) shows a data provider schema that wants to train an ML/AI model and then publish it to the 
FDAC and a model repository. Figure 38(b) shows the configuration of the components when the 
end-user wants to use a model as an asset, where he/she first locates the model in the repository and 
then downloads the asset from it. Finally, Figure 38(c) shows the scheme following the analytics as 
a service approach, where the inference block provides the endpoint to connect to a third-party server. 

 
(a) 

 

 
(b) 

 

 
(c) 

 
Figure 38 
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8.3.12 SAX & XAI Techniques 
The SAX & XAI Techniques aim to offer the overall packaging for all the SAX and XAI functionalities 
in the context of FAME. More specifically, the realization of the SAX Techniques is implemented as 
Python libraries. SAX code has been developed as a set of components and services, as the 
SAX4BPM library will be released to the open-source community by the end of the project. Among 
its supported functionalities, the SAX4BPM library offers the following services: 
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As for the supplementary XAI Scoring framework, this introduces a comprehensive methodology, 
considering not only technical facets, but also communicative and user-focused aspects of 
explainability. The realm of XAI is witnessing innovations that extend beyond traditional metrics. 
User-centric measures, encompassing aspects like satisfaction, mental models, curiosity, and human-
AI collaboration dynamics, highlight the need for a more inclusive evaluation approach, as the one 
provided in the FAME XAI Scoring framework. Hence, the FAME XAI Scoring framework provides 
a comprehensive framework for assessing the explainability of various XAI methods and AI-data 
assets in general, across multiple ML models and XAI methods, with the ultimate goal of creating a 
unified multidimensional explainability score.  

The developed approach delineates a quantification scheme that considers properties of XAI 
algorithms including fidelity, stability, simplicity, and coverage. Simultaneously, it integrates user-
centric aspects based on user-satisfaction. To ensure a holistic assessment, it integrates performance 
metrics such as accuracy, precision, and recall, confirming that the produced explainability 
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For evaluating and delivering explainability scores, a robust REST API has been designed and 
implemented. This API serves as the backbone for the FAME XAI Scoring framework, supporting a 
wide range of functionalities essential for assessing the explainability of AI models and datasets, 
referring to the ones of:  
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and are suited at the left part of Figure 41, and the data consumer that is the software components that 
reads data from the database and are suited at the right part of Figure 41. The data provider 
communicates with the system using the NoSQL interface, which is depicted in Figure 41 as the KiVi 
Ingest Direct. This component is capable to receive data being ingested at very high rates and 
persistently store them to the physical data nodes of the database. On the other hand, the data 
consumer can have two (2) options to read data from the database. The first option is to use standard 
SQL dialect, thus make use of the JDBC driver [116] of the database, which communicates with the 
relational query engine. The latter is responsible to interpret the SQL statement and transform it to a 
relational query plan to be executed and retrieve the corresponding results. Each node of the proposed 
query tree can be considered as a different query operator. Most of these operators are being 
implemented using the KiVi Read Direct component and more precisely the Kivi Static Read 
functionalities of the latter. All the relational query operators except for the join have been 
implemented in this matter. The KiVi Read Direct can be considered as the database driver and 
provides the interface for data users to submit query statements and retrieve data from the physical 
data nodes of the database. On the other hand, the data consumer instead of communicating with the 
database using the JDBC interface, which in fact connects to the relational query engine that makes 
use of the KiVi Read Direct, he/she can directly interact with the latter and have access to a wider set 
of functionalities for data processing. By that, the data user can make use of the KiVi Incremental 
Read, which is capable to retrieve data in an incremental fashion. This means that data user can submit 
queries that involve analytical query operations (such as min, max, sum, count, average), whose result 
are being calculated incrementally as data is being modified at the same time. In the second period of 
the project, this capability is now offered also via standard SQL, that is the end-user can make use of 
the standard JDBC interface to exploit the incremental analytics offering of the database. 

Finally, the Transactional Manager is an important sub-component of the overall architecture. The 
Incremental & EE Analytics are built upon the LeanXcale database, which is a relational database 
that ensures transactional semantics. In fact, both the direct interfaces to the physical data nodes and 
the relational query engine communicate with the Transactional Manager to check for protentional 
write-write conflicts upon data ingestion or retrieve the correct snapshot of the dataset that needs to 
be evaluated against a submitted query statement. It is important to highlight that the Transactional 
Manager plays a crucial role in the Incremental & EE Analytics component, as the latter can provide 
incrementally calculated analytical results, while the data is being modified at the same time, ensuring 
though the consistency of the results as the transactions are forced by the former 

Detailed deliverable: D5.2 
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Figure 42 shows the C4 component-level architecture, where the components used to implement the 
abovementioned functionalities can be observed. These blocks are: 
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Currently, for executing this part of the component, a custom-made mini-training infrastructure is 
used. This is necessary to generate training data to learn the AI/ML models that can predict CO2 
consumption. By executing various experiments, 
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Figure 45 
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content produced by FAME, which is backed by the FDAC for the indexing of external training 
resources and for allowing the linking between training resources and assets.  

 
Figure 46 
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changes that may occur at any time, the FDAC is used along with dedicated resolvers to continuous 
collect and update the relevant information. These resolvers are platform-specific, making use of 
available APIs or resorting of web crawlers to navigate through the indexed external platforms, look 
for any existing changes, and collect the relevant information - only information about existing 
training resources is collected from these external platforms. To this end, it should be noted that only 
curated training resources and VDIH services are expected to be indexed in the FDAC, requiring 
human selection. This action allows to relate training resources with assets already lying into the 
FDAC, such as datasets or AI models. Such relations will improve the discoverability of training 
resources by identifying, in context, a list of training material relevant for the data assets that the 
FDAC end-user is exploring.  

The core functionalities of the Learning Centre were developed during the Horizon 2020 STAR 
project [118]. In the context of FAME, the Learning Centre has been extended, specifically referring 
to the implementation of the APIs needed to achieve the integration with the FAME Dashboard and 
the FDAC. 

Detailed deliverable: D7.4 - Training Programs and Learning Centre 
 

8.3.18 Dashboard 
The Dashboard component provides an integrated user-friendly end-to-end UI facilitating the 
interaction of the FAME stakeholders with all the involved FAME backend services, components, 
and processes. Through this component, various types of stakeholders can have access to the FAME 
Data Marketplace, where in the cases that an external stakeholder may be an end-user representing 
either a data provider, or a data consumer intending to connect and interact with FAME, he/she has 
access to the Stakeholders UI. Otherwise, in the cases that the external stakeholder is a FAME 
administrator needing to access FAME for administration purposes or for any system 
parameterization/maintenance, he/she is navigated through the Administrator UI that offers a related 
UI for such purposes. 

Since the Dashboard in essence is a frontend component not including any internal architecture, its 
overall design and its included UIs are depicted through the respective visual sitemaps that have been 
drafted both from the end-user point of view (Figure 47) and from the platform administrator point 
of view (Figure 48). 

 
Figure 47 
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As for the end-users Visual Sitemap (Figure 47), it can be seen that the landing page of the end-user 
is the Dashboard Home from which the end-user can navigate to the different 1st level backend 
services/functionalities of the FAME Data Marketplace, referring to the FDAC, the Search Engine, 
the Asset Publishment, the Learning Centre, the Regulatory Compliance Tool, the Login 
(Authentication/Authorization) and the Profile ones, which are directly accessible either from the 
Dashboard Home menu bar or the provided call-for-action buttons residing within the Home page. 
The rest of the backend services (i.e., Asset Policy Editor, Asset Provenance, Asset Trade, Asset 
Pricing) are also accessible through the Dashboard, with the difference that they can be reached 
through the respective internal pages of the 1st level services, since their functionalities are 
implemented as part of those 1st 
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9 Conclusions 
A SA for a Federated Data Space supporting EmFi applications can greatly facilitate stakeholders in 
structuring, designing, developing, deploying, and operating related solutions. It serves as a 
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